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Introduction

Philip E. Rubin and Barbara A. Wanchisen

Today’s world of rapid social, technological, and behavioral change
provides new opportunities for communications with few limitations of
time or space. The ease by which communications can be made with-
out personal proximity has dramatically affected the volume, types, and
topics of communications between individuals and groups. Through
these communications, people leave behind an ever-growing collection
of traces of their daily activities, including digital footprints provided
by text, voice, and other modes of communication. Many personal com-
munications now take place in public forums, and social groups form
between individuals who previously might have acted in isolation. Ideas
are shared and behaviors encouraged, including threatening or violent
ideas and behaviors. Meanwhile, new techniques for aggregating and
evaluating diverse and multimodal information sources are available to
security services that must reliably identify communications indicating a
high likelihood of future violence.

In the context of this changed and changing world of communications
and behavior, the Board on Behavioral, Cognitive, and Sensory Sciences of
the National Research Council presents this volume of three papers as one
portion of the vast subject of threatening communications and behavior.
We thank the National Science Foundation for funding of the Board, mak-
ing this special publication possible. The papers review the behavioral
and social sciences research on the likelihood that someone who engages
in abnormal and/or threatening communications will actually then try
to do harm. The focus of the papers is on how scientific knowledge can

Copyright © National Academy of Sciences. All rights reserved.
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2 THREATENING COMMUNICATIONS AND BEHAVIOR

inform and advance future research on threat assessments, in part by con-
sidering the approaches and techniques used to analyze communications
and behavior in the dynamic context of today’s world.

Each author was asked to present and assess scientific research on
the correlation between communication-relevant factors and the likeli-
hood that an individual who poses a threat will act on it. The authors
were encouraged to consider not only communications containing direct
threats, but also odd and inappropriate communications that could dis-
play evidence of fixation, obsession, grandiosity, entitled reciprocity, and
mental illness.

In “Using Computerized Text Analysis to Assess Threatening Com-
munications and Behavior,” Cindy K. Chung and James W. Pennebaker
provide an overview of computerized language techniques for detect-
ing and assessing text-based threats. Approaches include the analysis
of language-based datasets (corpora) to help identify and understand
threatening communications and responses to them through the study
of words.

In “Communications-Based Research Related to Threats and Ensuing
Behavior,” H. Dan O’Hair, Daniel Rex Bernard, and Randy R. Roper stress
the importance and difficulty of using knowledge gained from commu-
nication theory and practice to study threatening behavior and develop
useful strategies for managing violent behavior.

In “Approaching and Attacking Public Figures: A Contemporary
Analysis of Communications and Behavior,” J. Reid Meloy reviews and
integrates recent research on threatening communication and its relation-
ship to escalation, approach, or attack behaviors toward public figures.

The papers in this collection were written within the context of pro-
tecting high-profile public figures from potential attack or harm. The
research, however, is broadly applicable to U.S. national security includ-
ing potential applications for analysis of communications from leaders of
hostile nations and public threats from terrorist groups. This work high-
lights the complex psychology of threatening communications and behav-
ior, and it offers knowledge and perspectives from multiple domains that
can contribute to a deeper understanding of the value of communications
in predicting and preventing violent behaviors.

Copyright © National Academy of Sciences. All rights reserved.
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Using Computerized Text
Analysis to Assess Threatening
Communications and Behavior

Cindy K. Chung and James W. Pennebaker

multiple domains. Not only must the actions, words, thoughts,
emotions, and behaviors of the person making a threat be exam-
ined, but the world of the recipient of the threats also needs to be under-
stood. The problem is more complex when considering that threats can be
made by individuals or groups and can be directed toward individuals or
groups. A threat, then, can occur across any domain and on multiple lev-
els and must be understood within the social context in which it occurs.
Within the field of psychology, most research on threats has focused
on the nonverbal correlates of aggression. In the animal literature, for
example, considerable attention has been paid to behaviors that signify
dominance or submission. Various species of birds, fish, and mammals
often change their appearance by becoming larger when threatening oth-
ers. Dominance and corresponding threat displays have also been found
in vocalization, gaze, and even smell signals (e.g., Buss, 2005). In the liter-
ature on humans, an impressive number of studies have analyzed threat-
ening behaviors by studying posture, facial expression, tone of voice, and
an array of biological changes (Hall et al., 2005).

Understanding the psychology of threats requires expertise across

The authors wish to acknowledge funding from the Army Research Institute (W91WAW-
07-C-0029), CIFA (DOD H9c104-07-C-0014), NSF (NSF-NSCC-090482), DIA (HHM-402-
10-C-0100), and START (DHS Z934002). They would also like to thank Douglas H. Harris,
Cherie Chauvin, and Amanda Schreier for their helpful comments in the preparation of the
manuscript.
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Although nonverbal features of threats are clearly important, many of
the most dangerous threats between people are conveyed using language.
Whether among individuals, groups, or entire nations, early threats often
involve one or more people using words to warn others. Despite the obvi-
ous importance of natural language as the delivery system of threats, very
few social scientists have been able to devise simple systems to identify or
calibrate language-based threats. Only recently, with the advent of com-
puter technology and the availability of large language-based datasets,
have scientists been able to start to identify and understand threaten-
ing communications and responses to them through the study of words
(Cohn et al., 2001; Pennebaker and Chung, 2005, 2008; Smith, 2004, 2008;
Smith et al., 2008).

This paper provides a general overview of computerized language
assessment strategies relevant to the detection and assessment of word-
based threats. It is important to appreciate that this work is in its infancy.
Consequently, there are no agreed-on methods or theories that have
defined the field. Indeed, the “field” is currently made up of a small group
of laboratories generally working independently with very different back-
grounds and research goals. The current review explores threats from a
decidedly social-psychological perspective. As such, the emphasis is on
the ways in which word use can reveal important features of a threatening
message and also the psychological nature of the speaker and the target
of the threatening communication.

Whereas traditional language analyses have emphasized the content
of a threatening communication (i.e., what the speaker explicitly says),
this review focuses on the language style of the message, especially those
words that people cannot readily manipulate (for a review, see Chung
and Pennebaker, 2007). This is especially helpful in the area of assessing
threatening communications and actual behavior because subtle markers
of language style (e.g., use of pronouns or articles) can reveal behavioral
intent that the speaker may be trying to withhold from the target. Finally,
this paper discusses methods that have the goal of automated analyses
and largely draws on word count approaches, which are increasingly
being used in the social sciences. Computerized tools are especially help-
ful for establishing a high standard of reliability in any given analysis and
for real-time or close to real-time assessment of threatening communica-
tions, so that our analyses might one day lead to interventions as opposed
to just retrospective case studies.

This paper also briefly describes common automated methods avail-
able to study language content and language style. Next, a classification
scheme for different types of threats is presented that serves as the orga-
nizing principle for this review. The next section summarizes empirical
research that has been conducted to assess intent and actual behaviors in

Copyright © National Academy of Sciences. All rights reserved.
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contexts of varying stakes using text analysis. The review concludes with
a discussion of the gaps where research is desperately needed across vari-
ous fields, along with our perspective on how to improve predictions and
an emphasis on how various models should be built and applied.

TEXT ANALYSIS METHODS

Features of language or word use can be counted and statistically ana-
lyzed in multiple ways. The existing approaches can be categorized into
three broad methodologies: (1) judge-based thematic content analysis,
(2) computerized word pattern analysis, and (3) word count strategies.
All are valid approaches to understanding threatening communications
and can potentially yield complimentary results to both academic and
nonacademic investigators. While it is beyond the scope of this paper
to review each approach in detail, an overview is given below. Then the
discussion focuses on word count strategies, which serve as the basis for
the remainder of the review.

Judge-Based Thematic Content Analysis

Qualitative approaches use an expert or a group of judges to system-
atically rate particular texts along various themes. Such approaches have
explored the subjective or psychological meaning of language within
a phrase or sentence (e.g., Semin et al., 1995), conversational turn (e.g.,
Tannen, 1993), or an entire narrative (e.g.,, McAdams, 2001). Thematic
content analyses have been widely applied for studying a variety of
psychological phenomena, such as motive imagery (e.g., Atkinson and
McClelland, 1948; Heckhausen, 1963; Winter, 1991), explanatory styles
(Peterson, 1992), cognitive complexity (Suedfeld et al., 1992), psychiatric
syndromes (Gottschalk et al., 1997), and goal structures (Stein and Albro,
1997).

Several problems exist with qualitative approaches to text analysis.
Judge-based coding requires elaborate coding schemes, along with mul-
tiple trained raters. The reliability of judges’ ratings must be assessed and
reevaluated early in the process through extensive discussions. Consider-
ation of time and effort has limited analyses of this kind to small numbers
of individuals per analysis. For the analysis of completely open-ended
text, for example, when a series of very different threatening communi-
cations are assessed for the probability of leading to actual threatening
behaviors, the coding schemes developed in judge-based thematic content
analysis may not be applicable or particularly relevant to any new threat
or document.

As a side note, the authors have spoken with and read about a number

Copyright © National Academy of Sciences. All rights reserved.
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6 THREATENING COMMUNICATIONS AND BEHAVIOR

of “expert” language analysts who often market their own language anal-
ysis methods. Some of these approaches claim to reliably assess deception,
author identification, or other intelligence-relevant dimensions. Often,
it is claimed that the various methods have accuracy rates of more than
90 to 95 percent. To our knowledge, no human-based judge system has
ever been independently assessed by a separate laboratory or been tested
outside of experimentally produced and manipulated stimuli. Given the
current state of knowledge, it is inconceivable that any language assess-
ment method—whether by human judges or the best computers in the
world—could reliably detect real-world deception or other psychological
quality at rates greater than 80 percent, even in highly controlled datasets.
This issue will be discussed in greater detail later.

Computerized Word Pattern Analysis

Rather than exploring text “top down” within the context of previ-
ously defined psychological content dimensions, word pattern strate-
gies mathematically detect “bottom up” how words covary across large
samples of text (Foltz, 1996; Poppin, 2000) or the degree to which words
overlap within texts (e.g., Graesser et al., 2004). One particularly promis-
ing strategy is Latent Semantic Analysis (LSA; see, e.g., Landauer and
Dumais, 1997), which is a method used to learn how writing samples are
similar to one another based on how words are used together across docu-
ments. For example, LSA has been used to detect whether or not a student
essay has hit all the major points covered in a textbook or the degree to
which a student essay is similar to a group of essays previously graded
with top grades on the same topic (e.g., Landauer et al., 1998).

Not only can word pattern analyses detect the similarity of groups of
text, they can also be used to extract the underlying topics of text sam-
ples (see Steyvers and Griffiths, 2007). One example of a topic modeling
approach in the social sciences is the Meaning Extraction Method (MEM;
Chung and Pennebaker, 2008). MEM finds clusters of words that tend
to co-occur in a corpus. The clusters tend to form coherent themes that
have been shown to produce valid dimensions for a variety of corpora.
For example, Pennebaker and Chung (2008) found MEM-derived word
factors of al-Qaeda statements and interviews that differentially peaked
during the times when those topics were most salient to al-Qaeda’s mis-
sions. MEM-derived factors have been shown to hold content validity
across multiple domains. Since the MEM does not require a predefined
dictionary (only characters separated by spaces), and translation occurs
only at the very end of the process, MEM has served as an unbiased
way to examine psychological constructs across multiple languages (e.g.,
Ramirez-Esparza et al., 2008, in press; Wolf et al., 2010a, 2010b).

Copyright © National Academy of Sciences. All rights reserved.
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Word pattern analyses are generally statistically based and therefore
require large corpora to identify reliable word patterns (e.g., Biber et al.,
1998). Some word pattern tools feature modules developed from discourse
processing, linguistics, and communication theories (e.g., Crawdad Tech-
nologies!; Graesser et al., 2004), representing a combination of top-down
and bottom-up processing capabilities. Overall, word pattern approaches
are able to assess high-level features of language to assess commonalities
within a large group of texts.

Word Count Strategies

The third general methodology focuses on word count strategies.
These strategies are based on the assumption that the words people use
convey psychological information over and above their literal mean-
ing and independent of their semantic context. Word count approaches
typically rely on a set of dictionaries with precategorized terms. The cat-
egories can be grammatical categories (e.g., adverbs, pronouns, preposi-
tions, verbs) or psychological categories (e.g., positive emotions, cognitive
words, social words). While grammatical categories are fixed (i.e., entries
belong in one or multiple known categories), psychological categories
are formed by judges’ ratings on whether or not each word belongs in a
category. Computerized software can then be programmed to categorize
words appearing in text according to the dictionary that it references.
Accordingly, these programs typically allow for the use of new, user-
defined dictionaries, enabling broader or more specific sampling of word
categories.

Today, there is an ever-increasing number of applications of word
count analyses in clinical psychology (e.g., Gottschalk, 1997), criminol-
ogy and forensic psychology (e.g., Adams, 2002, 2004), cultural and
cross-language studies (e.g., Tsai et al., 2004), and personality assess-
ments (e.g., Pennebaker and King, 1999; Mehl et al., 2006). An increas-
ingly popular tool used for text analysis in psychology is Linguistic
Inquiry and Word Count (LIWC; Pennebaker et al., 2007). LIWC is a
computerized word counting tool that searches for approximately 4,000
words and word stems and categorizes them into grammatical (e.g.,
articles, numbers, pronouns), psychological (e.g., cognitive, emotions,
social), or content (e.g., achievement, death, home) categories. Results
are reported as a percentage of words in a given text file, indicating the
degree to which a particular category was used. The words in LIWC
categories have previously been validated by independent judges, and

1Find Crawdad text analysis software at http:/ /www.crawdadtech.com, Crawdad Tech-
nologies LLC [April 2010].

Copyright © National Academy of Sciences. All rights reserved.
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use of the categories within texts has been shown to be a reliable marker
for a number of psychologically meaningful constructs (Pennebaker et
al., 2003; Tausczik and Pennebaker, 2010).

Using LIWC, word counts have been shown to have modest yet
reliable links to personality and demographics. For example, one study
across 14,000 texts of varying genres found that women tend to use more
personal pronouns and social words than men and that men tend to use
more articles, numbers, and fewer verbs (Newman et al., 2008). Together,
these findings suggest that women are more socially oriented and that
men tend to focus more on objects. Word count tools have effectively
uncovered psychological states from spoken language (e.g., Mehl et al.,
2006), in published literature (e.g., Pennebaker and Stone, 2003), and in
computer-mediated communications (e.g., Chung et al., 2008; Oberlander
and Gill, 2006). There is also evidence that word counts are diagnostic of
various psychiatric disorders and can reflect specific psychotic symptoms
(Junghaenel et al., 2008; Oxman et al., 1982). For example, Junghaenel
and colleagues found that psychotic patients tend to use fewer cognitive
mechanism and communication words than do people who are not suf-
fering from a mental disorder, reflecting psychotic patients” tendencies to
avoid in-depth processing and their general disconnect from social bonds.
These studies provide evidence that word use is reflective of thoughts and
behaviors that characterize psychological states. Word counts provide
meaningful measures for a variety of thoughts and behaviors.

LANGUAGE CONTENT VERSUS LANGUAGE STYLE

Most early content analysis approaches by both humans and comput-
ers focused on words related to specific themes. By analyzing an open-
ended interview, a human or computer can detect theme-related words
such as family, health, illness, and money. Generally, these words are
nouns and regular verbs. Nouns and regular verbs are “content heavy”
in that they define the primary categories and actions dictated by the
speaker or writer. It makes sense; to have a conversation, it is important
to know what people are talking about.

However, there is much more to communication than content.
Humans are also highly attentive to the ways in which people convey a
message. Just as there is linguistic content, there is also linguistic style—
how people put their words together to create a message. What accounts
for “style”? Consider the ways by which three different people might
summarize how they feel about ice cream:

Copyright © National Academy of Sciences. All rights reserved.
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Person A: I'd have to say that I like ice cream.

Person B: The experience of eating a scoop of ice cream is certainly
quite satisfactory.

Person C: Yummy. Good stuff.

The three people differ in their use of pronouns, large versus small
words, verbosity, and other dimensions. We can begin to detect linguistic
style by paying attention to “junk words”—those words that do not con-
vey much in the ways of content (for a review, see Chung and Pennebaker,
2007; Pennebaker et al., 2003). These junk words, usually referred to as
function words, serve as the cement that holds the content words together.
In English, function words include pronouns (e.g., I, they, it), prepositions
(e.g., with, to, for), articles (e.g., a, an, the), conjunctions (e.g., and, because,
or), auxiliary verbs (e.g., is, have, will), and a limited number of other
words. Although there are less than 200 common function words, they
account for over half of the words used in everyday speech.

Function words are virtually invisible in daily reading and speech.
Even most language experts could not tell if the past few paragraphs have
used a high or low percentage of pronouns or articles. People are reliable
in their use across contexts and over time. Although most everyone uses
far more pronouns in informal settings than in formal ones, the highest
pronoun use in informal contexts tends to be by the same people who use
pronouns at high rates in formal contexts (Pennebaker and King, 1999).
Analyzing function words at the paragraph, page, or broader text level
completely ignores context. The ultimate difference between the current
approach and more traditional linguistic strategies is that function words
tell us about the psychology of the writer/speaker rather than what is
explicitly being communicated.

Given that function words are so difficult to control, examining the
use of these words in natural language samples has provided a nonreac-
tive way to explore social and personality processes. Much like other
implicit measures used in experimental laboratory studies in psychology,
the authors or speakers examined often are not aware of the dependent
variable under investigation (Fazio and Olson, 2003). In fact, most of the
language samples from word count studies come from sources in which
natural language is recorded for purposes other than linguistic analysis
and therefore have the advantage of being more externally valid than the
majority of studies involving implicit measures. For this reason, function
words are particularly useful in uncovering the relationship between
intent and actual behaviors as they occur outside the laboratory.
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CLASSIFICATION SCHEME FOR THREATS

One of the difficulties in examining threatening communications and
actual behaviors is that researchers typically do not have access to a large
group of similar documents on threats and subsequent behaviors. In addi-
tion, threats differ tremendously in form, type, and actual intent. Also, sit-
uational features across multiple threats cannot be cleanly or confidently
classified into discrete categories in order to generalize to new threats.
Many of these difficulties in research on threatening communications
overlap with the difficulties in research on deception, for which empiri-
cal and naturalistic research has made considerable progress through the
use of computerized text analyses (for a review, see Hancock et al., 2008).

Comparison with Features of Research on Deception

Deception has been defined as “a successful or [an] unsuccessful
deliberate attempt, without forewarning, to create in another a belief . . .
the communicator considers . . . untrue” (Vrij, 2000, p. 6; see also Vrij,
2008). This commonly accepted definition of deception notes several fea-
tures that could be used to succinctly define threatening communications
within the task of predicting behaviors (see Table 1-1). Specifically, Vrij’s
definition includes information about outcome, intent, timing, social fea-
tures and goals, and a psychological interpretation of the actor. Threaten-
ing communications can be compared along all of these features.

A threatening communication will likely carry the language cues used

TABLE 1-1 Comparison of Features in Deceptive Versus
Threatening Communications

Features Deception Threats

Outcome Successful /unsuccessful Fulfilled /unfulfilled

Intent Deliberate Deliberate/not deliberate
Timing Without forewarning With/without forewarning
Social features/goals Create belief in another Communicate possibility of

harm/no harm

Psychology of actor Communicator considers ~ Communicator considers
communication to be threat to be untrue (i.e., has
untrue no intent to substantiate the

threat) or true (i.e., has real
intent to substantiate the
threat)

SOURCE: Defining features of deception from Vrij (2000, 2008).

Copyright © National Academy of Sciences. All rights reserved.



Threatening Communications and Behavior: Perspectives on the Pursuit of Public Figures
http://www.nap.edu/catalog/13091.html

USING COMPUTERIZED TEXT ANALYSIS 11

in deception if the communicator knows that the message is false (i.e., has
no intent to substantiate the threat). This situation is akin to “bluffing,”
when a threat is made to achieve some goal(s) by creating in another a
belief that the threat is real, when the communicator is aware that it is
not. This suggests that, for text analysis of threatening communications,
language cues that have reliably been found to signal deception can be
used to classify this type of threat as being less likely to be fulfilled. When
the communicator knows that the threat is true (i.e., has real intent to
substantiate the threat), language cues that have reliably been found to
signal honesty can be used to classify this type of threat as being more
likely to be fulfilled.

The distinction between deception and threatening communications
regarding timing is also an important point. Most language samples of
deception come from retrospective accounts of some event. With language
samples of threatening communications, often the threatening message is
revisited after the act. However, a threat, by definition, is received before
the act of harm, and so the language samples analyzed to investigate
threats versus deceptive messages typically come from different time
points. With some threats there is the possibility of intervention.

These features permit classification of four different types of threats
(see Table 1-2). Threats that might have the language features of deception
are bluffs and latent threats. Threats that might have the language features

TABLE 1-2 Classification Scheme and Features of Threats

Feature Type of Threat
Real Threat Bluff Latent Threat Nonthreat
Outcome Fulfilled Unfulfilled Fulfilled N.A.
Intent Deliberate Deliberate Deliberate Not deliberate
Timing Forewarning Forewarning No N.A.
forewarning
Social Communicate  Communicate = Communicate Communicate
features/ harm harm no harm no harm
goals
Psychology of ~Communicator =~ Communicator =~ Communicator Communicator
actor considers true  considers considers considers true
untrue untrue
Language Honest Deceptive Deceptive Honest
features of
deception

NOTE: N.A. = not available.
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of honesty are real threats and nonthreats. Briefly described, a real threat
is made known to the target before the harm occurs, with real intent to
carry through on the threat. An example would be President George H. W.
Bush’s threat to Saddam Hussein to leave Kuwait or a coalition attack
would follow. In this case, the threat was directly communicated before-
hand and was followed by the promised action.

Abluff is a threat that is made known to the target but with no intent
to act on the threat. Multiple examples can be found in the speeches of
Saddam Hussein, who explicitly stated and implicitly suggested that his
army had the capability of inflicting mass casualties on coalition forces
prior to both the Persian Gulf War of 1991 and the more recent war begin-
ning in 2003. Latent threats are those that are concealed to the target
before the harm occurs, with real intent to carry through on the threat. An
example might be the case of Bernard Madoff, who was recently impris-
oned for masterminding a Ponzi scheme that bankrupted hundreds of
innocent investors. Many people invested their money with Madoff under
his guise of a trusted financier. In this case, no threat was communicated,
but his communications with victims likely would have shown linguistic
markers of deception.

Nonthreats are communications from people who have no intent to
harm. Indeed, nonthreats can be considered control communications in
the sense that the speaker speaks honestly about events, actions, or inten-
tions that the speaker believes to be nonthreatening.

Nonthreats, like all other forms of threat communication, carry with
them another potentially vexing dimension: the role of the listener or
target of the communication. Table 1-2 is based on the speaker’s intent
and behaviors, not the listener’s. It is possible that a speaker can issue a
true threat but that the listener perceives it as a bluff. By the same token,
latent threats and nonthreats can variously be interpreted in both benign
and threatening ways. Failure to adequately detect a real threat or to
falsely perceive a true nonthreat may say as much about the perceiver
as the message itself. For example, Saddam Hussein’s apparent failure
to appreciate coalition threats in both 1991 and 2003 very likely reflected
something about his own ways of seeing the world.

Just as there are likely personality dimensions of people who deny
or fail to appreciate real threats, a long tradition in psychology has been
interested in the opposite pattern—the belief that a real threat exists when
actually one does not. Dozens of examples of this can be seen in Ameri-
can politics, especially among those on the extreme left and right. During
the George W. Bush years, many far-left pundits were convinced that
the administration was planning to do away with the First Amendment.
Currently, many right-wing voices claim that the Obama administra-
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tion wants to outlaw all guns—resulting in record sales of firearms and
ammunition.

From a linguistic perspective it is important that researchers explore
the natural language use of both communicators and perceivers. For
example, Hancock et al. (2008) have shown linguistics changes on the
part of a listener who is being deceived, demonstrating that deception
might be better detected and understood by considering the greater social
dynamics in which it takes place (see also Burgoon and Buller, 2008, for a
review of Interpersonal Deception Theory). Situations are dynamic, and
there are possibilities that real threats could be revoked or unsuccessfully
attempted or that bluffs might be carried out under pressure. However,
the key feature in language analyses is that an attempt is made to under-
stand the psychology or deep-structure processes underlying the threats.
In this regard, the personality or psychological states of both speakers and
targets can be assessed in order to better understand the nature, prob-
ability, and evolving dynamics of a given threat.

REVIEW OF EMPIRICAL RESEARCH ON COMMUNICATED
INTENT AND ACTUAL BEHAVIORS USING TEXT ANALYSIS

To distinguish between real threats and bluffs, or between latent
threats and nonthreats, the first step is to assess whether or not a given
communication is deceptive. To detect deception, computerized text
analysis methods have been applied to natural language samples in both
experimental laboratory tests and a limited number of real-world settings.

Typical lab studies induce people to either tell the truth or lie. Across
several experiments with college students, researchers have accurately
classified deceptive communications at a rate of approximately 67 per-
cent (Hancock et al., 2008; Newman et al., 2003; Zhou et al., 2004). Similar
rates have been found for classifying truthful and deceptive statements
in similar experimental tests among prison inmates (Bond and Lee, 2005).
The most consistent language dimensions in identifying truth telling have
included use of first-person singular pronouns, exclusive words (e.g., but,
without, except), higher use of positive emotion words, and lower rates of
negative emotion words. Note that the patterns of effects vary somewhat
depending on the experimental paradigm.

Correlational real-world studies have found similar patterns. In an
unpublished analysis by the second author and Denise Huddle of the
courtroom testimony of over 40 people convicted of felonies, those who
were later exonerated (approximately half of the sample) showed similar
patterns of language markers of truth telling, such as much higher rates
of first-person singular pronoun use. A more controversial but interesting
real-world example of classifying false and true statements is in the inves-
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tigation of claims made by Bush administration officials in citing the rea-
sons for the Iraq war. Specifically, Hancock and colleagues (unpublished)
examined false statements (e.g., claims that Iraq had weapons of mass
destruction or direct links to al-Qaeda) and nonfalse statements (e.g., that
Hussein had gassed Iraqis) for words previously found to be associated
with deceptive statements. It was found that the statements that had been
classified as false contained significantly fewer first-person singular (e.g.,
I, me, my) words and exclusive words (e.g., but, except, without) but more
negative emotion words (e.g., angry, hate, terror) and action verbs (e.g.,
lift, push, run).

Across the various deception studies, the relative rates of word use
signaled the underlying psychology of deception. Deception involves
less ownership of a story (i.e., fewer first-person singular pronouns) and
less complexity (i.e., fewer exclusive words), along with more emotional
leakage (i.e., more negative emotion words) and more focus on actions as
opposed to intent (i.e., more action verbs). Based on the use of these words,
approximately 77 percent of the statements made by the Bush administra-
tion were correctly classified as either false or not false. Note that these
numbers are likely inflated since estimates of the veracity of statements
is dependent on the selection of statements themselves—as opposed to a
broader analysis of all statements made by the Bush administration.

It is important to note that the strength of the language model is that
it has been applied to a wide variety of natural language samples from
low- to high-stakes situations. The degree to which language markers
of deception were more pronounced in high-stakes situations relative to
low-stakes situations is encouraging. Being able to classify the veracity of
high-stakes communications with greater confidence could lead to more
efficient allocation of resources for interventions.

Real Threats

A real threat is one that is believed to be true by a speaker or writer,
and so linguistic markers of honesty would likely appear in a threatening
communication. The next step, then, would be to assess the likelihood of
actual behavior. One area in which text analyses have informed psycholo-
gists of future behavior is in the written literature and letters of suicidal
and nonsuicidal individuals. In one study, Stirman and Pennebaker (2001)
analyzed the published works of poets who committed suicide and poets
who had not attempted suicide. Poets who committed suicide had used
first-person singular pronouns at higher rates in their published poetry
than those who did not commit suicide. Poets who committed suicide
also used fewer first-person plural pronouns later in their career than did
poets who did not commit suicide. Overall, the language used by suicidal
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poets showed that they were focused more on themselves and were less
socially integrated in later life than were nonsuicidal poets. Surprisingly,
there were no significant differences in the use of positive and negative
emotion words between the two groups and only a marginal effect of
greater death-related words used by the poets who committed suicide.
Similar effects have been found in later case studies of suicide blogs,
letters, and notes (Hui et al., 2009; Stone and Pennebaker, 2004). These
results highlight the importance of linguistic style markers (assessed by
word count tools) as potentially more psychologically revealing than
content words (which would more likely be the focus of judge-based
thematic coding).

Stated intentions are not necessarily threats. One area in which follow-
through of stated intentions has been studied is in clinical psychology. In
psychotherapy, patients typically state an intention to change maladap-
tive thoughts and behaviors. Mergenthaler (1996) used word counts to
identify word categories that characterize key moments in therapy ses-
sions in order to provide an adequate theory of change. He found that key
moments of progress are characterized by the co-occurrence of emotion
terms and abstractions (i.e., abstract nouns that characterize the inten-
tion to reason further about that term) in a case study and in a sample of
improved versus nonimproved patients. These suggest that being able to
express emotions in a distanced and abstract way is important for thera-
peutic improvements.

The text analysis programs used by these clinicians, such as Bucci’s
Discourse Attribute Analysis Program (Bucci and Maskit, 2005), are simi-
lar to LIWC in that they use a word count approach and many of their dic-
tionary categories are both grammatical and empirically derived. How-
ever, the grammatical categories for the clinical dictionaries are broad (i.e.,
they throw all function words into a single category), and their empiri-
cally derived categories are based on psychoanalytic theories and clinical
observations. The advantage of all word count tools for the analysis of
therapeutic text is that word counts tend to be a less biased measure of
therapeutic improvements than clinician’s self-reports (Bucci and Maskit,
2007). In addition, word count tools can be assessed at the turn level, by
conversations over time, and for the overall total of all interactions, mak-
ing word count approaches a powerful tool for assessing follow-through
of stated intentions.

Another area in which follow-through of stated intentions has been
examined is in weight loss blogs (Chung and Pennebaker, unpublished).
Diet blogs were processed using LIWC and assessed for blogging rates
and social support. One finding was that cognitive mechanism words
(e.g., understand, realize, should, maybe) were predictive of quitting the diet
blog early and of gaining weight instead of losing weight. This finding
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was consistent with previous literature which found that attempts at
changing self-control behaviors typically fail if an individual is stuck at
the precontemplation or contemplation phase of self-change (Prochaska et
al., 1992, 1995). Instead, writing in a personal narrative style and actively
seeking out social support were predictors of weight loss. Use of cognitive
mechanism words, then, can signal flexibility in thinking, and perhaps
less resolve, or coming to terms with failure. Since the blogs tracked
everyday thoughts and behaviors in a naturalistic environment (i.e., not
in a laboratory or clinical study) and were not retrospective reports of the
entire self-change process after success or failure, the findings were likely
more reflective of the various stages of self-change, instead of a descrip-
tion of a memory of the change. Accounts of a narrative recorded during
the time in which an event happened or prospectively instead of sim-
ply retrospectively are important in generalizing findings from language
studies to threat detection.

Studying the nature of threatening communications can come from the
study of terrorist organizations and their communications, as interviews
with world terrorists are rare (Post et al., 2009). Note that not all commu-
nications by terrorist organizations are threats. However, comparing the
natural language of violent and nonviolent groups can tell us about the
psychology of groups that will act on their threats (Post et al., 2002). In one
study, both computerized word pattern and word count analyses of pub-
lic statements made by Osama bin Laden and Ayman al-Zawahiri, from
the years 1988 through 2006, were examined (Pennebaker and Chung,
2008). Initially, the 58 translated al-Qaeda texts were compared with those
of other terrorist groups from a corpus created by Smith (2004). The al-
Qaeda texts contained far more hostility as evidenced by their greater use
of anger words and third-person plural pronouns.

As for the individual leaders’ use of language over time, bin Laden
evidenced an increase in his use of positive emotion words as well as
negative emotion words, especially anger words. He also showed higher
rates of exclusive words (e.g., but, except, exclude, without) over the past
decade, which often marks cognitive complexity in thinking. On the other
hand, al-Zawabhiri’s statements tended to be slightly more positive, sig-
nificantly less negative, and less cognitively complex than those of bin
Laden. He evidenced a surprising shift in his use of first-person singular
pronouns from 2004 to 2006. This was interpreted as indicating greater
insecurity, feelings of threat, and perhaps a shift in his relationship with
bin Laden. The word count strategy, then, allowed for a close examination
of the psychology of the leaders in a way that otherwise would not have
been possible.

While much of the above review has been focused on word count
approaches, it is worth noting the judge-based thematic analysis approach
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of Smith et al. (2008) in studying the language of violent and nonviolent
groups. Specifically, instead of having a computer count a set of tar-
get words, these researchers had trained coders manually interpret and
rate the communications of two terrorist groups (central al-Qaeda and
al-Qaeda in the Arabian Peninsula) and two comparison groups that did
not engage in terrorist violence (Hizb ut-Tahrir and the Movement for
Islamic Reform in Arabia). Among some of the complex coding constructs
examined were dominance values, which included any statements where
subjects were judged to have or want power over others (see Smith, 2003;
White, 1951), and affiliation motives, which included statements where
subjects were judged to have a concern with establishing, maintaining, or
restoring friendly relations with others (see Winter, 1994).

The results from their analyses and the results from previous stud-
ies on terrorist and matched control groups (Smith, 2004, 2008) showed
some consistent findings. Specifically, the violent groups’ communications
contained more references to morality, religion/culture, and aggression/
dominance. The violent terrorist groups expressed less integrative com-
plexity, more power motive imagery, and more in-group affiliation motive
imagery than did the nonviolent groups. These effects were present in the
language of violent terrorist groups even before they had engaged in ter-
rorist acts, suggesting that these dimensions could potentially predict the
likelihood of violence by a group (Smith, 2004). Further research is needed
in order to assess whether these judge-based dimensions will be found at
higher rates within a single real threat versus nonthreats from within an
organization. In addition, this research would be more suitable for real-
time or close to real-time analyses if the judge-based dimensions that are
coded at high intercoder reliability rates could reliably be detected using
computerized word pattern or word count indices.

Bluffs

Unlike a real threat, a bluff might contain markers of deception since
it is one that is believed by the writer or speaker to be false. Although
there are many instances of psychologists using deception in laboratory
studies to experimentally manipulate states of anxiety, parents threaten-
ing to take naughty children to the police, and people threatening to leave
their lovers, relatively few studies have examined the word patterns of
bluffs.

Although an arguable form of bluffing, several studies have examined
the psychology of people who attempt suicide versus those who complete
suicide. Some researchers have argued that those who attempt but do
not complete suicide have a different motivation—one that is focused on
attracting the attention of others (e.g., Farberow and Shneidman, 1961).
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If failed attempts at suicide are considered a form of bluffing, it might be
thought that the suicide notes of attempters would be different from those
of completers. A recent LIWC analysis of notes from 20 attempters and 20
completers found that there were, indeed, significant differences in word
use between the two groups. Specifically, completers made more refer-
ences to positive emotions and social connections and fewer references
to death and religion than did attempters. The attempters (or, perhaps,
bluffers) appeared to focus more on the suicidal act itself rather than the
long-term implications for themselves and others (Handelman and Lester,
2007).

Latent Threats

A latent threat refers to the explicit planning of an aggressive action
while at the same time concealing the planned action from the target. In
Godfather terms this could be an example of keeping one’s friends close but
one’s enemies closer. History, of course, is littered with examples of latent
threats—from overtures by Hitler to England and Russia, the Spanish
with the Aztecs, and probably most world leaders who have made a deci-
sion to go to war. Hogenraad (2003, 2005) and his colleagues (Hogenraad
and Garagozav, 2008), for example, used a computer-based motive dic-
tionary (motives that are typically assessed through judge-based thematic
coding) to assess the language of leaders during periods of rising conflict.
Interestingly, the same pattern of results was found across multiple real-
world situations (e.g., in a commented chronology of events leading up to
World War 11, in Robert F. Kennedy’s memoirs of events before the Cuban
missile crisis, and in President Saakashvili’s speeches during Georgia’s
recent conflicts with the Russian Federation) and in published fiction
(e.g., William Golding’s Lord of the Flies and Tolstoy’s War and Peace). It
was found that the discrepancy between power and affiliation motives
becomes greater as leaders approach wars. Specifically, power motives
are identified by words such as ambition, conservatism, invade, legitimate,
and recommend—and increase in times before war. Affiliation motives are
identified by such words as courteous, dad, indifference, mate, and thoughtful
and decrease in relation to power motive words before times of war. These
results are generally consistent with the findings of Smith et al. (2008) for
violent terrorist and nonviolent groups.

An example of a latent threat is that of President George W. Bush’s
use of first-person singular pronouns during his (over 600) formal and
informal press meetings over the course of his presidency (see Figure 1-1).
Note that only press interactions in which he was speaking “off the cuff”
rather than reading prepared remarks were analyzed. As can be seen in
Figure 1-1, there was a large drop in use of the word | immediately after
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FIGURE 1-1 President George W. Bush’s use of first-person singular pronouns
during his time in office.

9/11 and again with Hurricane Katrina. Most striking were the drops that
began in August 2002, just prior to Senate authorization of the use of force
in Iraq. Perhaps this was when President Bush formally decided to go to
war in Iraq, an event that caused attention to shift away from himself and
on to a task instead. Similarly, the decision to go to war demands a certain
degree of secrecy and deception. A leader who does not want to alert the
enemy of his intentions must, by definition, talk in a more measured way
so as not to reveal hostile intent. Similar observations have been made by
other researchers concerning the language that leaders use in planning for
wars.? If true, one can begin to appreciate how word counts can betray
intentions and future actions.

Analysis of the natural language of these political leaders highlights
the ability of computerized word counts to reveal how people are attend-
ing and responding to their personal upheavals, relationship changes,
and world events. A within-subject text analysis of public speeches over
time bypassed the difficulties in traditional self-reports (i.e., personally
seeking out these leaders in their top-secret hideouts to ask them to fill
out questionnaires with minimal response biases).

2R. Hogenraad, Catholic University of Louvain, Belgium, personal communication [June
2003].
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Nonthreats and the Nature of Genres

As noted earlier, text analysis of nonthreats is conceptually similar
to study of a control group. In other words, most studies on threats have
relied on a nonthreat control group. Such a group assumes a reasonable
degree of honesty in the communication stream. Ironically, any discus-
sion of a nonthreat group raises a series of additional questions about the
defining feature of honest communications.

People use language differently depending on the context of their
speech. A person talking with a close friend uses language differently than
when making an address to a nation. Communicating to a hostile audi-
ence typically involves a different set of words and sentence constructions
than when speaking to admirers. Any computer analysis of threatening
communication must take into account the context. For example, there
is reason to believe that, for some people, honest formal speech can look
remarkably similar to dishonest more informal language.

A comparison of word use as a function of genres was first reported
in a pioneering study by Biber (1988). Using a factor analytic approach
to word use, he found that different forms of writing (e.g., news stories,
romance novels, telephone conversations) each had their own unique
linguistic fingerprint. The present authors have amassed hundreds of
thousands of texts spanning dozens of genres and found striking differ-
ences that reflect genre, the demographics of the speaker (e.g., age, sex,
social class), the relationship between speaker and listener, and so forth
(see Pennebaker et al., 2003; Chung and Pennebaker, 2007).

FUTURE DIRECTIONS

The use of text analysis to understand the psychology of threatening
communications is just beginning. A small but growing number of experts
in social/cognitive/personality psychology, communications, linguistics,
computational linguistics, and computer science have only recently begun
to realize the importance of linking relatively low level language use to
much broader culture-relevant phenomena. Indeed, there is a sense that
we are on the threshold of a paradigm shift in the social sciences. As can
be gleaned from this review, very little research, to date, has focused spe-
cifically on computerized text analysis of threats. Several challenges and
suggestions for future research are outlined below.

Practical and Structural Hurdles

For language research to reach the next level, a number of practical
questions must be addressed. Many of these call for greater cooperation

Copyright © National Academy of Sciences. All rights reserved.



Threatening Communications and Behavior: Perspectives on the Pursuit of Public Figures
http://www.nap.edu/catalog/13091.html

USING COMPUTERIZED TEXT ANALYSIS 21

between researchers and practitioners in academia, corporations, and
forensic field agents.

Cross-Discipline Cooperation

Cross-disciplinary and cross-institution research can lead to an expo-
nential growth in understanding and predicting threatening behaviors.
The ability to address socially relevant questions using large data banks
will require the close cooperation of psychologists, computer scientists,
and computational linguists in academia and in private companies. The
ability to find, retrieve, store, and analyze large and quickly changing
datasets requires expertise across multiple domains.

Creation of Shared-Text Databases

A pressing practical issue that must be addressed is access to data.
First, by increasing access to data from naturally occurring threats from
forensic investigations and across laboratories, researchers can start to
build a more complete picture of threatening communications and com-
pare text analytic methods in terms of their efficacy for assessing threat
features. A consortium or text bank would have to include transcribed
threats of all genres, across various modalities, of varying stakes, and in
multiple languages, along with annotations for common features with
other corpora in the text bank. In addition, the text bank would need
to include language samples from nonthreats, such as transcripts for
spoken language in everyday life (e.g., Mehl et al., 2001). The text bank
could potentially be updated with annotations from study results, such
as classification rates, psychological characteristics, and new findings as
they are produced.

The collection and maintenance of a large threat-related data bank
must include data from four very different types of sources. The first is
an Internet base made up of hundreds of thousands of blogs and other
frequently changing text samples. As potential threats appear in different
parts of the world, a database that reflects the thoughts and feelings of a
large group of people can be invaluable in learning the degree to which
any socially shared upheaval is reflecting and/or leading a societal shift
in attention or attitudes. Comparable publicly available databases should
also be built for newspapers, letters to the editor, and so forth. These data-
bases should be updated in near real time.

A second database should be a threat communications base. Some of
the contents might be classified, but most should be open source. Such a
database would include speeches, letters, historical communications, and
position statements of leaders and formal and informal institutions. The

Copyright © National Academy of Sciences. All rights reserved.



Threatening Communications and Behavior: Perspectives on the Pursuit of Public Figures
http://www.nap.edu/catalog/13091.html

22 THREATENING COMMUNICATIONS AND BEHAVIOR

database should include a corpus of individual-level threats—ransom
notes, telephone transcripts, television interview transcripts—that can
provide insight into how people threaten others. Such a database should
also provide transcripts and background information on the people or
groups being threatened.

A third database should include natural language samples. To date, very
few real-world samples of people talking actually exist. The closest are
transcribed telephone calls (as part of the Linguistic Data Consortium;
see, e.g., Liberman, 2009), which are recorded in controlled laboratory
settings. One strategy that has promise concerns use of the Electronic Acti-
vated Recorder (EAR; see, e.g., Mehl et al., 2001)—a digital recorder that
can record for 30 seconds every 12 to 13 minutes for several days. Mehl
and others have now amassed daily recordings of hundreds of people, all
of which have been transcribed. Using technologies such as the EAR, we
can ultimately get natural instances of a broad range of human interac-
tions, including those that involve threats.

Finally, threat-related experimental laboratory studies must be run and
archived. A significant concern of the large-database approach to link-
ing language with threatening communications is that it is ultimately
correlational. That is, we can see how events can influence language
changes. Similarly, we can determine how the language of one person
may ultimately predict behaviors. The problem is that this approach is
generally unable to determine if language is a causal variable. A presi-
dent, for example, might use the pronoun I less often before going to
war. However, the drop in [ is not the reason or causal agent for the war.
Curious social scientists will want to know what the drops signify. Such
questions are most efficiently answered with laboratory experiments.
An experimental laboratory study database could include both language
samples from studies and any other data collected from the studies for
further annotations.

Beyond the Words: Personality, Social Relationships, and Mental
Health

On the surface, it might seem that the study of threatening com-
munications should focus most heavily on the communications them-
selves. Indeed, it is important to know about the components of written
or spoken threats. However, threats are made by individuals to other
individuals within particular social contexts. It is critical that any lan-
guage analyses of threatening communications explore the individual
differences of the threateners and the threatened within the social context
of the interactions.

To better assess the relationships between personality and language,
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individuals of all ages, socioeconomic status, and cultures must be sam-
pled, along with any language samples that can be acquired from political
leaders (e.g., Hart, 1984; Post, 2005; Suedfeld, 1994; Slatcher et al., 2007).
Researchers should be encouraged to track threats that occur in every-
day life. It is known from over 20 years of research studies conducted
worldwide that, when asked to write about their deepest thoughts and
feelings about a traumatic event, participants are often very willing to
disclose vivid and personal details about highly stigmatizing traumas,
such as disfigurement, the death of a loved one, incest, and rape (for a
review, see Pennebaker and Chung, 2007). The ability to collect natu-
ralistic evidence of long-term secrets and deception, then, is promising.
Studies might come, for example, from e-mail records from individuals
in the community who had kept a secret from a spouse, a lover, friends,
or their boss that implied various levels of harm. Academics might also
explore threats across various modalities in order to tap how a particular
community or population experiences widespread threats, for example,
from blogs, newspaper articles, or telephone calls (see Cohn et al., 2001,
and Pennebaker and Chung, 2005).

There has been much research showing that the odds of violent or
approach behavior increase when mental illness is present (Dietz et al.,
1991; Douglas et al., 2009; Fazel et al., 2009; James et al., 2007, 2008, 2009;
Mullen et al., 2008; Warren et al., 2007). Once empirical research has reli-
ably identified the linguistic features of mental illness, future research can
investigate the degree to which threats are communicated by individuals
with various mental illnesses and disorders.

Culture and Language

Threats can come from individuals and groups of varying languages
and cultures. The ability to assess a threatening communication in the
same language it was produced is important because there are no perfect
translations. Such communications must also be assessed within the con-
text of cultural experts. Below, a text analytic approach is described that
the present authors are developing to assess the psychology of speakers
from other cultures and determine which features are lost or gained in
translations.

The use of LIWC in psychological studies has extended beyond the
United States, where it was originally developed. This has been made
possible because the software includes a feature for the user to select an
external dictionary to reference when analyzing text files. This feature,
along with the ability of LIWC2007 to process Unicode text, has enabled
processing of texts in many other languages. Currently, there are validated
dictionaries available in Spanish (Ramirez-Esparza et al., 2007), German
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(Wolf et al., 2008), Dutch, Norwegian, Italian, and Korean. Versions in
Chinese, French, Hungarian, Russian, and Turkish are in various phases
of development. Note that each of these dictionaries has been developed
using the LIWC2001 (Pennebaker et al., 2001) or LIWC2007 default dic-
tionary categorization scheme. That is, words in other languages have
been forced into the English language categorization scheme used in the
LIWC2001 or LIWC2007 default dictionaries.

During the Arabic translation of the English default dictionary, the
present authors and their colleagues also began to develop the first LIWC
dictionary that was categorized entirely according to a foreign language’s
grammatical scheme. Specifically, we created a LIWC dictionary accord-
ing to an Arabic grammatical scheme (Hayeri et al., unpublished). Next,
the dictionary was translated into English to make an English version of
LIWC that would impose an Arabic categorization scheme onto English
texts. Because each language affords somewhat different types of informa-
tion, we should be able to see how the two languages provide different
insights into the same texts. These sets of dictionaries have many potential
applications in cross-cultural psychology, computational linguistics, and
forensic psychology.

In the case of cross-cultural psychology, demographic or psychologi-
cal characteristics could be assessed in translations or in documents for
which the original language is unknown. With further validation work
for language style markers for psychological features such as deception
or psychopathy across translations, researchers who are familiar with only
the English language could conduct analyses of foreign language texts
using translations into English. News articles from a given Middle Eastern
region could be assessed for demographic or psychological characteristics,
without full proficiency in the original language of the article. Of course,
having cultural experts on hand to understand the greater social context
of any communication in which it originally occurred is important, but
text analyses can sometimes offer an unbiased look at a given text.

In the case of computational linguistics, finding out whether, for
example, language markers of sex differences are maintained in transla-
tions between Arabic and English could aid in investigations of author
identification for translated documents. Note that computerized word
patterning methods have already been successfully applied to authorship
identification and characterization for Arabic and English extremist-group
Web forums (Abbasi and Chen, 2005).

In the case of forensic psychology, if a translated text is presented to a
researcher, it might be difficult to assess the demographic or psychological
characteristics of the author if the author’s original text or language skills
are unavailable or inaccessible. In another example, consider the case
where some documents are available for a given subject in Arabic, while
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other documents are available only as English language translations. By
using the set of Arabic LIWC dictionaries, it would be possible to assess
certain features of language style in both texts and treat them as equiva-
lent or be cautious in doing so in order to maximize the use of all available
documents without translations. In forensic investigations this may be the
case: Captured or overheard communications may be available in a given
language, but more public communications might be more readily avail-
able in English. Having the set of dictionaries to combine the language
samples could maximize the degree to which the results are reliable and
representative of communications from a particular individual or group.

Clearly, more validation work is required to assess the use of the
Arabic LIWC dictionaries for cross-language investigations. However, the
approach laid out here can help in beginning to see the world through
Arabic and English eyes using a simple word counting program for
assessing language style. Although it is currently rare, some multidisci-
plinary labs have come together using a rapprochement of text analytic
techniques to provide a more complete psychological profile in cross-
language investigations (Graesser et al., 2009; Hancock et al., 2010). Future
multidisciplinary research in cross-language investigations is encouraged.

Automated Classifiers: Social Language Processing

The language features reported here have been shown to be predic-
tors for a variety of behaviors. However, in assessing the value of the find-
ings and determining how they can be applied in future investigations of
actual cases of predicting behaviors, a larger framework for systematically
applying language techniques to behaviors is needed. The following sec-
tion describes an interdisciplinary paradigm that seeks to build an auto-
mated classifier for predicting behaviors from natural language. Specifi-
cally, Hancock et al.’s 2010 Social Language Processing (SLP) paradigm,
which represents a rapprochement of tools, techniques, and theories from
computational linguistics, communications, discourse processing, and
social and personality psychology, is described.

SLP has only recently been introduced by Hancock et al. (2010) as
a paradigm for predicting behaviors from language. Broadly, it consists
of three stages: (1) linguistic feature identification, (2) linguistic feature
extraction, and (3) statistical classifier development. The first stage, lin-
guistic feature identification, involves finding theoretical or empirically
known grammatical or psychological features of language at the word
or phrase level that might be associated with the behavior or construct
in question. Hancock et al. (2010) gave the example of first-person sin-
gular pronouns, or I, in the case of deception, since liars tend to divert
focus from themselves in a lie. In the second stage, linguistic feature
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extraction, texts whose social features are known are examined for the
language feature from stage 1. In the case of deception, court transcripts
(described earlier), laboratory studies (e.g., Newman et al., 2003), and
political speeches (e.g., Hancock et al., unpublished) known to include
deceptive and nondeceptive texts have been assessed for rates of first-
person singular pronoun use, it has been shown that lies are indeed asso-
ciated with a decrease in I usage (for a review, see Hancock et al., 2008).

Finally, in the third stage, classifier development, a series of stages is
used to classify texts according to the social construct in question and to
automatically and inductively assess texts for additional language fea-
tures that might improve classifier performance. Again, returning to the
case of deception, the classifiers would be run on documents known to
be deceptive or not, additional features that predict deception could be
assessed, and then future documents of unknown verity could be assessed
using the same classifier for the probability that the new document is
deceptive or not.

Note that there are several features of SLP that make it a suitable
approach to be developed and applied for investigations of threatening
communications and actual behavior. First, SLP is empirically based.
That is, SLP draws from theories and case studies and from previous and
continuing research on large numbers of texts.

Second, SLP learns. Each of SLP’s stages can inform the others and be
recursive, meaning that the classifier for each construct can be continually
improved for accuracy and detection of features with additional data.
For example, in the third stage, classifier development, the unsupervised
machine learning techniques for inductively identifying linguistic fea-
tures associated with a given construct can be especially helpful in exam-
ining communications in another language for which linguistic features
signaling a social or psychological construct are as yet unknown (Hancock
et al., 2010).

Third, SLP is probabilistic. In the prediction of behaviors, only prob-
abilistic, not absolute, predictions can be made. To say that there are
only a few features that predict a particular behavior and that these are
completely and accurately conveyed through a set of known language
features would oversimplify the complexities of human behavior and the
ways in which natural language is produced. In the case of deception,
human judges can barely assess deception above chance levels regardless
of expertise or confidence in making such assessments (Newman et al.,
2003; Vrij, 2008). Word counts have detected deception at rates that are
much higher than chance (approximately 67 to 77 percent). Even these
rates should not be taken too seriously. Most laboratory-based deception
studies are conducted in a gamelike atmosphere, where the experiment-
ers maintain tight control over the information and setting and rely on
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participants who are typically quite similar to one another and where a
ground truth of 50 percent is known. The regularities found in deceptive
communications even within highly curated datasets are probabilistic and
with considerable error, requiring even greater caution when identifying
deception in the real world. Any models of predicting behaviors must
be evaluated by the rates at which they can accurately classify behaviors
above chance occurrence (i.e., 50 percent) in more complicated real-world
settings.

Finally, SLP is deliverable. That is, the tools and techniques that SLP
uses to identify and to assess linguistic features for a given construct are
the same tools and techniques that would be applied to a new document.
These tools and techniques are mostly free and publicly available or can
be purchased online for a couple hundred dollars. The techniques require
some programming skills, but these steps can be made into a Windows-
based program by which most any layperson could upload a document
and the computer would display a number associated with the probability
that the document is either x or y (e.g., likely to lead to actual behavior
or not). This is especially important for real-time or close to real-time
investigations of threatening communications for which interventions
are needed immediately. Note, again, that the ultimate contribution of
text analyses of threatening communications will come from the degree
to which text analysis informs us about the underlying psychology of the
actors.

CONCLUSION

There has been little work so far on computerized text analysis of
threatening communications. Nevertheless, several studies across sev-
eral disciplines have demonstrated that word use is reliably linked to
psychological states and that the underlying psychology of a speaker or
author can be revealed through text analysis. With continued research on
the basic relationships between natural language use and psychological
states, a shared open-source or consortium-style text bank on threaten-
ing communications and a multidisciplinary effort in building models to
assess the probability of harm arising from threats, much progress can be
made. In assessing a threatening communication it is important to under-
stand the psychology of the threat’s deliverer and receiver, especially in
light of the culture in which it occurs. Our responses to threats, then, can
be better informed, as threatening communications dynamically unfold.
With the use of text analytic tools, quick and reliable assessments and
interventions may be possible.
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Communication-Based Research Related
to Threats and Ensuing Behavior

H. Dan O’Hair, Daniel Rex Bernard, and Randy R. Roper

“Those that are the loudest in their threats are the weakest in
their actions.”

Charles Caleb Colton (1780-1832)

British clergyman, sportsman, and author

INTRODUCTION

A threatening communication is any message that “implies or explic-
itly states the potential of harm delivered to targets/victims or agents
acting on their behalf” (Smith, 2008b, p. 106). Understandably, risk assess-
ment efforts analyze and evaluate direct threats and the potential for
violent behavior they represent. However, research indicates that threat
assessment endeavors should not be limited only to communications that
contain explicit threats.

Frequently, those who pose legitimate threats do not actually com-
municate their intentions. According to Fein and Vossekuil (1998), few
assassins or attackers send direct threats to their intended targets or to
law enforcement, but as many as two-thirds are known to speak or write
about their intentions to others. Such violent intentions are disclosed to
family, friends, or co-workers or are written about in personal journals.
Recent technological trends suggest that such alarming communicative
behaviors may also appear online via Internet blogs, message boards,
and virtual chat rooms (e.g., Willard, 2007). Therefore, since indirect com-
munications expressing violent intentions often exist, threat assessment
efforts should target indirect as well as explicit threatening messages by
would-be attackers.

A more inclusive approach would consider multiple communicative
activities by the potential perpetrator(s), consistent with previous stud-
ies on message strategy analysis. Message-based analyses of the phe-
nomenon, including scaling studies to discern perceived severity and
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descriptive approaches to determine the nature of aggressive and threat-
ening messages, have made a major contribution to our understanding of
aggressive communications (Kinney, 1994). A message-based approach is
also supportive of the emerging trend in risk management that empha-
sizes the role of communication. In what is simply referred to as the threat
assessment approach, “violence is seen as the product of an interaction
among the perpetrator, situation, target, and the setting” (Reddy et al.,
2001, p. 167). Analyzing multiple interactions and communicative behav-
iors is expected to provide valuable insight and information concerning
the potential for violence.

A number of propositions will guide our work here. These proposi-
tions are rooted in communication theory drawn from a discipline framed
by a focus on messages, audience, and credibility.! They are mentioned
here only to frame the analysis and will not be explored in detail.

e Communication behavior is influenced from both cognitive and
affective systems.

e Communication behavior can be viewed along a continuum of

planned to spontaneous.

Communication behavior is contextually driven.

Communication behavior often involves multiple channels.

The expressed intent of message strategies is not always executed.

Risk/threat management requires collaborative effort among

stakeholders.

e Risk/threat management is implicated by resource management
limitations, first amendment rights, and privacy issues.

e The risk/threat management system is multidisciplinary, con-
tested, and challenged with different nomenclatures.

How individuals process and respond to messages varies accord-
ing to personal psychological and social perspectives shaped by culture,
history, experiences, and circumstances—in other words, according to
their context (Lewenstein and Brossard, 2006). Because of these demands,
communicators must acknowledge, tailor, and execute messages with
a number of parameters in mind (O’Hair, 2004; Renn, 2009). Similar to
classical rhetorical approaches to message development, the contextual
model provides guidance for creating messages relevant to individuals

No doubt, many scholars lay claim to the concept of communication as a discipline of
study. Our background and the corpora of research pursued in this project are framed
primarily from journals sponsored by professional associations whose field of study is
communication (e.g., National Communication Association, International Communication
Association, Broadcast Education Association, Association for Education in Journalism and
Mass Communication).
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in specific contexts and groups (Lewenstein, 1992; O’Hair et al., 2010;
Wynne, 1995; Ziman, 1992).

Against this backdrop, the areas of communication research that
appear most relevant to threatening communications and actions are
discussed here. Three areas of communication research that have direct
implications for assessing threatening communications and behaviors
are addressed. The first area concerns the internal processes of conflict
and the behavioral reactions to those internal processes. The second area
addresses larger domains of examination, including crisis communica-
tion, persuasive communication, and deceptive communication. Next,
various modalities and channels that can influence communication and
resultant behavior are discussed. Last, future directions for threat assess-
ment are offered.

THE RISE OF CONFLICT

Affect, Cognition, and Emotion in Conflict

Any investigation of human behavior, particularly one that focuses
on intense behavioral action, would be remiss if it did not include a dis-
cussion of the affective, cognitive, and emotional components that both
inform and shape communication and behavior. Although not all threats
will be based on conflict, it is likely that some element of conflict is pres-
ent either when a threat is made or when an individual or a group poses
a threat. The body of work pertaining to communication and conflict
offers a number of perspectives compatible with threatening communi-
cations. Conflict can be described as an expressed struggle between two
or more interdependent individuals who perceive incompatible goals
(Cahn, 1992). Typically, this struggle becomes more pronouced when the
individuals perceive resources to be scarce or when goals are difficult to
obtain (Hocker and Wilmot, 1998).

In addition, when individuals have a vested interest in particular
goals or attitude objects they may be more likely to experience emotion;
consequently, they may also be more likely to engage in conflict. In short,
episodes of conflict are typically loaded with negative affect connected to
the interruption of goals as well as in response to another person’s com-
municatory reactions. To better understand how conflict plays a role in
threatening communications, it is important to discuss the roots of con-
flict. In addition, considering that many communicators do not explicitly
make threats, investigators may want to examine the manifestation of
nonverbal signs of conflict.

Daly et al. (1983) categorized emotions based on their affective valence
(e.g., pleasant versus unpleasant), level of arousal (e.g., low versus high
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arousal or passive versus active), and level of intensity (e.g., strong ver-
sus weak). In addition, each category can vary in intensity. For example,
depression can be considered more intense than sadness; rage can be
considered more intense than annoyance. Emotional intensity has been
positively associated with increases in physiological changes (Guerrero
and La Valley, 2006). Interestingly, a cross-cultural study conducted by
Scherer and Wallbott (1994) found the physiological profiles of joy, fear,
anger, sadness, shame, and guilt to be similar across 37 different countries.
For example, sadness was associated with muscle tension and the feeling
of a lump in the throat, whereas joy was associated with an accelerated
heartbeat and an increase in temperature. Thus, individuals engaged in
conflict are likely to experience physiological changes to the extent that
they are emotively aroused. In fact, some level of emotional intensity is
needed for interpersonal conflicts because emotional intensity is a motiva-
tional factor for engaging in conflict in the first place (Jones, 2000). Indeed,
the greater the emotional intensity the more likely an individual may be
to engage in conflict with a partner.

The notion that individuals will experience physiological changes
when emotively aroused has driven much of the research related to cred-
ibility assessment, deception detection, and the interface of technology
to identify and demarcate patterns of human communication. Gottman
(1994) found that during conflict high emotional intensity is associated
with strong levels of physiological changes, such as increased heart rate
and blood pressure. Although some individuals may not overtly express
threats, individuals who think they are in conflict with a particular per-
son, policy, or agency may show nonverbal signals of conflict-related emo-
tions. Assessments of threatening communications might find research in
conflict communication helpful in examining the effects of emotional
arousal on threatening communications and ensuing behavior. More spe-
cifically, studies might ask what resources are available to ascertain an
individual’s affective state. Can these tools or techniques be used on large
groups or in a very short amount of time? Do current techniques aimed at
assessing emotional state take into account the contextual and situational
conditions that may increase (or decrease) arousal?

Role of Cognition in Emotion

Although some emotional reaction to conflict may be visceral and
largely uncontrollable, people have a tendency to recognize how and why
they feel a particular way. The appraisal theory of emotion (Lazarus, 1991)
argues that individuals evaluate their emotions in order to make sense
or justify their emotions and/or behaviors. Although Lazarus suggests
that all negative emotions are alike insofar as they stem from personal
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goal disruption, and positive emotions stem from goal enhancement or
facilitation, appraisals are made at the individual level and are fundamen-
tally evaluative and subjective (Jones, 2000). For example, individuals or
groups may have their own understanding or values of what constitutes
good or bad, right or wrong, fair or unfair (Guerrero and La Valley, 2006).
Judgments of fairness are often highly emotion laden (Planalp, 2003), and
anger arises when individuals believe they are treated unfairly or badly
(Canary et al., 1998). When individuals are angry because of a perceived
or real injustice, they often feel warranted to become aggressive, venge-
ful, and even violent. In addition, direct expressions of anger have been
evaluated favorably if the acts of anger were justifiable (Sereno et al.,
1987). For example, families of victims that have been affected by crime
often lash out at the accused party formally and informally. This type of
behavior would typically not be enacted or accepted without the notion
of justifiable anger.

Last, attributions about the source of a conflict have been found to
affect communication. Specifically, Sillars (1980) suggests that individuals
may alter their communication during a conflict based on three attribu-
tions: the cause of the conflict, the intentions or personality traits of the
other individual involved in the conflict, and the stability of the conflict.
These attributions influence communication, behaviors, and strategies
used during a conflict. In addition, individuals have a tendency to make
more positive attributions about their own behavior than the behavior
of others (Heider, 1958; Langdridge and Butt, 2004; Sillars et al., 2000).
Future research should ask whether statements of attribution (about
feelings) influence particular strategies of threatening communications
and resultant behavior. The value-laden secondary attribution associated
with fairness may be a particularly rich area of inquiry. If we can better
understand the extent to which individuals associate fairness with both
personally and mass-communicated events, the better able we may be
to predict particular behaviors and threats associated with judgments of
(un)fairness.

Behavioral Reactions to the Elicitation of Emotion

Despite the fact that the link between emotion and behavior has been
well studied (cf. Ekman and Davidson, 1994; Lewis and Haviland-Jones,
2000), there remains very little consensus on the exact role emotion plays
in specific behaviors. Appraisal theories (Frijda, 1987; Lazarus, 1991) sug-
gest that there are particular action tendencies associated with emotions.
Action tendencies are biologically driven coping responses to emotion.
Thus, appraisal theory accounts for individual variances of emotional
response to the same emotion-eliciting event. Lazarus (1991) offers three
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characteristics that typically underlie emotion: affect (positive or nega-
tive valence), level and type of physiological arousal alteration, and core
theme of the emotion-eliciting event. Different emotions are associated
with different types of appraisals and action tendencies. For example, the
action tendency for anger is to attack, whereas the action tendency for fear
is to avoid or move away from harm.

Although these action tendencies are biologically rooted, to a large
degree culture may marshal or attenuate affective responses through
display rules. For example, a typical action tendency toward anger may
be to lash out; however, display rules govern the socially acceptable or
socially desired way to display anger. For example, although an employee
may become frustrated and angry at work, it is in the employee’s best
interest to avoid emotional outbursts of anger. Ekman (1978) and Ekman
and Friesen (1975) have posited five ways in which individuals manage
emotional expression: intensify, deintensify, simulate, inhibit, and mask.
Intensification of emotions occurs when individuals act as if they feel
more emotion than they actually do. Deintensification of emotion occurs
when individuals act as if they feel less emotion than they actually do.
Simulation of emotion occurs when individuals act as if they feel an emo-
tion they do not actually feel. Inhibition of emotion occurs when individu-
als act as if they do not feel an emotion they actually feel. Last, masking
of emotion occurs when individuals act as if they feel an emotion that is
very different from the emotion actually felt.

These display rules may be used regularly, even to the extent that
they are ingratiated beyond active cognition at times. However, dur-
ing conflict, individuals may find it more difficult to regulate their own
emotions (Gottman, 1994). Thus, despite the fact that display rules and
socially accepted ways of displaying particular emotions often regulate
behavior, when individuals are or believe they are in conflict with a
person, an organization, a policy, or a law, for example, they may have
less control over how they ultimately display their emotions. Although
the idea that individuals who become so overwhelmed with an emotion
have a tendency to display that emotion may not be novel, there is not
necessarily a correlation between displaying an emotion (e.g., anger) and
enacting threatening or violent behavior. In fact, it might be argued that
displaying the overwhelming emotion may serve a cathartic purpose for
a highly emotive person.

The goal of this section is to further the argument that individuals
under affective and emotional distress are likely to communicate this
affective and emotional arousal simply because humans are unable to
conceal emotional arousal at a physiological level. Future research should
assess the specific types of inappropriate or violent behavior most easily
predicted from conflict-driven emotions. Although anger may seem to
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be a natural target of investigations into behavioral outbursts, research
into mixed-emotion states may produce a better understanding of the
(ir)rational emotion associated with inappropriate behavior. For exam-
ple, jealousy is a combination of anger and sadness. Individuals who
are jealous of nonexistent relationships may lash out at the target of
that unrequited relationship or may turn to depressed and self-injurious
behaviors. Another example of a mixed emotion is frustration; individuals
who are frustrated are likely to produce nonverbal and verbal displays
of their emotional arousal. Understanding how stimulus is processed
during highly affective states is essential for extrapolating the connec-
tion between stimulus, cognitive and emotional appraisals, and future
behavior.

Conflict-Related Emotions

Considering the role conflict plays in the elicitation of emotion and
the role emotion may play in threatening and violent behavior, we now
turn to emotions often associated with conflict. There are several differ-
ent emotions associated with conflict as well as different activation levels,
intensities, and affective valence. The most common emotions relevant to
conflict are anger, jealousy, and hurt. Although there are other emotions
associated with conflict (e.g., contempt, disgust), this discussion is limited
to the most common responses.

Anger

Anger is the first emotion recognized as being associated with con-
flict. Rage, irritation, exasperation, disgust, and contempt are specific
types of emotions associated with anger (Shaver et al., 1987). Angry indi-
viduals typically experience accelerated heart rate, tense or tightening
muscles, rapid breathing patterns, and a flushed feeling (Scherer and
Wallbott, 1994). The greater the intensity of anger the more likely the
individual is to become emotionally flooded and have difficultly staying
calm and rational (Gottman, 1994). As discussed earlier, one of the major
causes of anger can stem from the interruption of one’s goals or sense of
self-identity.

Canary and colleagues (1998) identified seven possible causes of
anger: identity management, aggression, frustration, fairness, incom-
petence, relationship threat, and predispositions. Anger is a common
response when individuals feel as if their identity, public image, or face
is being threatened.

Anger is also a common response to aggression, or when an individ-
ual is threatened or is actually physically harmed. Frustrating situations
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include having one’s plans interrupted, having an expectation violated
negatively, feeling powerless, or experiencing perceptions of injustice. In
fact, feelings of unfairness or inequity can cause extreme anger and lead
to emotional flooding (Gottman, 1994). In addition, some individuals have
a predisposition toward anger, caused by a personality trait, substance
abuse, or chemical imbalance.

Anger is typically communicated through the action tendency of
attack (Lazarus, 1991). These behaviors may include verbal attacks (dis-
cussed later), physical attacks, and nonverbal disapproval (Shaver et al.,
1987). However, not all instances of anger result in aggression (Canary
et al., 1998). Future research could assess several aspects of anger: How
might secondary appraisal processing and the development of coping
strategies be implemented to “at-risk” individuals? Could preventative or
responsive persuasive messages aimed at disseminating and/or teaching
coping strategies be developed?

Jealousy

Jealousy can provide an impetus for threatening behavior. Jealousy
can be defined as emotion based on the perceived threat of a relation-
ship by a third party (White and Mullen, 1989). Jealousy can begin as an
increase in arousal (Pines and Aronson, 1983) that is typically accompa-
nied by increased heart rate and a feeling of being flushed. Anger and
fear are usually central to the emotion of jealousy as well as sadness,
guilt, sexual arousal, envy, and love (Guerrero et al., 2005). Jealousy can
be communicated in several ways. Guerrero and Andersen (1998) identify
several communicative responses to jealousy, including distributive com-
munication (i.e., aggressive and direct forms of communication), active
distancing (i.e., aggressive and indirect forms of communication), coun-
terjealousy inductions (i.e., attempts to make another person jealous on
purpose), violence toward a partner (e.g., hitting, pushing, grabbing), and
violence toward objects (e.g., punching a wall, breaking a vase, tearing
a photograph). In addition, jealousy has been associated with conflict
styles, such as aggression and completion (Buunk, 1991), and it has been
positivity correlated to aggression and violence (Simonelli and Ingram,
1998). Although aggression and violence may be responses to jealousy,
nonviolent aggression is also a response to jealous emotions. Often the
conflict style and the approach that an individual takes when (not) com-
municating are as varied as the intensity of the emotion itself.
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Hurt

Emotional hurt can best be described as feeling psychologically
injured by another person (Vangelisti and Sprague, 1998). Other entities
may be able to elicit emotional hurt, too. If the emotion of hurt is triggered
by another person’s actions, then hurt is fundamentally an interpersonal
emotion. However, individuals can experience hurt even if they only
perceive to have a relationship with another individual. For example,
individuals who obsess, stalk, or only perceive themselves as having a
relationship with a particular individual are perfectly capable of feel-
ing emotional hurt. Other emotions that accompany hurt include agony,
anger, sadness, and suffering. Although there is no definitive research
that has isolated the physiological changes that are brought on by hurt,
it is likely that hurt individuals experience anger and sadness. Physi-
ological changes associated with sadness include muscle tension, crying,
quietness, and a lump in the throat (Scherer and Wallbott, 1994). Hurt-
ful messages that attack one’s personal or relational identity are typical
causes of emotional hurt (Vangelisti, 1994). Relational identity can best
be described as the values, beliefs, rules, and processes involved in rela-
tional maintenance (Wood, 2000). For example, calling someone an idiot
is clearly attacking their personal identity; whereas calling someone a hor-
rible mother attacks the personal identity as well as the relational identity
because there is a relational expectation for what merits a good mother.
Another example would be if an individual found out that a close friend
had stolen his or her property; because the theft would violate a relational
rule about what it means to be close friends, the individual that had their
property stolen would likely experience emotional hurt.

Investigations aimed at understanding threatening and violent com-
munications may want to focus on the emotional hurt an individual is
experiencing as well as the emotional hurt that person is trying to inflict
by way of threatening messages and communications with potential tar-
gets. Vangelisti has identified nine types of hurtful messages: accusations
(e.g., statements about one’s faults), evaluations (e.g., statements about
one’s value or worth, often in a negative way), advice (e.g., suggesting a
course of action that threatens one’s sense of self), expressed desires (e.g.,
statements about plans that may not include another individual), infor-
mative statements (e.g., statements that disclose unflattering facts about
another), threats (e.g., to demonstrate an intent to cause harm or injury
to another), lies (e.g., statements that obfuscate the truth and may jeopar-
dize a sense of trust), and jokes (e.g., making fun of or teasing someone).
Hurtful messages could be caused by or be a consequence of conflict. For
example, Infante (1987) suggests that argumentativeness or verbal aggres-
siveness may be the result of an inability by one party to articulate their
point of view or to successfully argue and defend their position.
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There are typically three types (Vangelisti and Crumley, 1998) of
responses to hurtful messages: active verbal responses (e.g., verbally
attacking another person, using sarcasm, asking for an explanation), acqui-
escence (e.g., crying, conceding, apologizing), and invulnerable responses
(e.g., ignoring the hurtful message, laughing at the message, becoming
quiet). Thus, when an agency or organization reaches out to a particular
individual, it may inadvertently generate a hurtful message. Organiza-
tions charged with the task of examining threatening communications
may want to also focus on the types of messages they compose, with
an emphasis on avoiding hurtful ones. Future research should examine
which behaviors are most consistent with threatening communications
when motivated by jealousy and hurt feelings. Research that examines
the information individuals perceive to be communicated from the target
of their fixation would be helpful in determining emotional attachments
related to jealousy and hurt feelings.

Additional Areas for Future Research

Much of the research presented in this section approaches emotions
and conflict from a rational and linear perspective. Although these find-
ings have been supported, the research conducted thus far may not be
particularly illuminating when dealing with irrational and emotionally
unstable individuals. For example, although the concepts of emotions
and conflict have been discussed in an interpersonal context, it is pos-
sible that strangers may experience similar or the same types of emotions
associated with a relationship. In fact, stalkers and obsessed individuals
may believe they have an interpersonal relationship with someone who is
actually a stranger. Although many of the examples may not fit a stalking
or an obsessed relationship, these individuals are likely to experience the
same physiological changes and display many of the same communica-
tion patterns.

More cross-cultural studies need to be conducted in order to make
better predictions about how individuals from different cultures deal
with emotions and conflict. Ostensibly, culture plays a role in the expres-
sion of emotions; however, the extent to which culture alters the process
of coping with emotions remains unclear. Scholars have long recognized
the importance of investigating the human face. In particular, scholars in
nonverbal communication have looked to the face to identify emotional
displays in various contexts. Many verbal and nonverbal behaviors are
considered to be connected to some degree to affective or emotional
responses. For example, there are universal facial expressions that connect
closely to different emotions, including fear, anger, sadness, and happi-
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ness (Darwin, 1872/1998; Ekman, 1972; Ekman and Friesen, 1971; Ekman
et al., 1987).

Prior sections focused on the internal processes of affect, cognition,
and emotion related to conflict and discussed physiological changes
associated with those processes. Although conflict and related internal
processes can produce particular physiological changes, the next section
focuses only on the deliberate expression of conflict. Specifically, the sec-
tion explores verbal aggressiveness and threat assessment.

Giving Voice to Conflict: Verbal Aggressiveness
and Threat Assessment

Verbal aggressiveness is an individual’s inclination to attack the self-
concepts of other people in an effort to cause psychological pain (Infante
and Wigley, 1986). This type of aggression, in which a person initiates
personal attacks against a select target or victim, is manifested through
communication. Not surprisingly, verbal aggressiveness is considered a
destructive form of communication (Infante et al., 1992) and an expression
of hostility (Martin and Anderson, 1996).

The literature suggests a number of verbally aggressive messages—
character attacks, competence attacks, background attacks, physical
appearance attacks, cursing, teasing, ridiculing, threats, nonverbal actions,
withdrawal, physical acts, rejection, negative affect, and unfair compari-
sons (Infante et al., 1990; Myers and Bryant, 2008). Kinney (1994) presents
a broader typology of verbal aggressiveness, specifically within the con-
text of interpersonal interaction: attacks against group membership, per-
sonal failings, and relationship-related failings. Kinnney also suggests a
dimensional structure of verbally aggressive messages composed of the
(1) target, (2) form of weapon, and (3) force of weapon.

To gain insight into the potential origins of verbal aggressiveness,
researchers have studied the phenomenon from various angles, includ-
ing a trait perspective. Personality traits and natural inclinations to com-
municate in a particular manner across situations are often referred to as
communication predispositions (Rancer and Nicotera, 2007). Acknowl-
edging one’s predisposition for aggressive communicatory behavior,
Beatty and McCroskey (1997) asserted that “verbal aggressiveness rep-
resents expressions of inborn, biological functioning, which is anteced-
ent to social experience” (p. 446). Early on, verbal aggressiveness was
associated with hostility (Infante and Wigley, 1986) and argumentative
skill deficiency (Infante, 1987). More recently, lack of responsiveness has
emerged as a character trait associated with verbal aggressiveness (Martin
and Anderson, 1996) and psychoticism (Heisel et al., 2003).

Considering these and potentially other character traits that appear

Copyright © National Academy of Sciences. All rights reserved.



Threatening Communications and Behavior: Perspectives on the Pursuit of Public Figures
http://www.nap.edu/catalog/13091.html

44 THREATENING COMMUNICATIONS AND BEHAVIOR

to be associated with verbal aggressiveness may help inform a profiling
approach, or even a more exhaustive situational approach, to risk assess-
ment vis-a-vis threatening communications. For example, traits such as
hostility, argumentative skill deficiency, and lack of responsiveness may
be discovered, revealing useful information about would-be perpetrators
of violence.

Over the past 20 years, extensive research has been conducted on the
communication trait of verbal aggressiveness. Thus far, approximately
200 articles, convention papers, and dissertations are estimated to have
been published (Rancer and Nicotera, 2007). Verbal aggressiveness stud-
ies have been conducted primarily in the context of interpersonal com-
munication, specifically marriage and family interactions, and organiza-
tional communication (Infante and Rancer, 1996). Other relevant contexts
include educational communication (e.g., Kearney et al., 1991; McPherson
et al., 2003; Avtgis and Rancer, 2008), mass media communication (e.g.,
Sebastian et al., 1978), and intercultural communication (e.g., Prunty et
al., 1990; Suzuki and Rancer, 1994).

Research on verbal aggressiveness has often been partnered with
studies in another related dimension of aggressive communication—
argumentativeness. Unlike verbal aggressiveness, argumentativeness is
widely considered a constructive, rather than destructive, form of com-
munication that is related to positive relational outcomes (Infante and
Rancer, 1982). Examples include increased perceived credibility (Infante,
1985) and relationship satisfaction (Sabourin et al., 1993). Argumentative-
ness has been defined as “a generally stable trait which predisposes the
individual in communication situations to advocate positions on contro-
versial issues and to attack verbally the positions which other people take
on these issues” (Infante and Rancer, 1982, p. 72). Thus, the target of attack
is the primary distinguishing factor between verbal aggressiveness and
argumentativeness. A person’s self-concept is the target for verbal aggres-
siveness, and a person’s position on an issue is the locus of attack for
argumentativeness (Infante et al., 1989). Future research might consider
to what extent verbal aggressiveness and threatening communications
share verbal characteristics.

Other interesting findings have also differentiated the two dimen-
sions of aggressive communications. First, highly argumentative indi-
viduals are more varied in their communication strategies so as to gain
compliance, whereas verbally aggressive individuals maintain a consis-
tent approach rather than diversify their strategy selection (Boster et
al., 1993). Second, argumentativeness is perceived to increase a person’s
credibility, whereas verbal aggressiveness reduces credibility (Infante and
Rancer, 1996). Third, argumentative individuals are naturally skilled in
argumentation, but verbally aggressive individuals lack proficiency in
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argumentation abilities, an observation addressed in the argumentation
skill deficiency model of Infante et al. (1989). Although argumentativeness
and verbal aggressiveness are related conceptually, research indicates a
clear distinction between the two dimensions of aggressive communica-
tion. Therefore, future research might ask if verbal aggressiveness and
argumentativeness can be used as predictors of threatening communica-
tion and violent behavior.

Most of the interesting findings from the literature are too numer-
ous to discuss here, but at least one finding is noteworthy and may have
relevance to threat and risk assessment. For some time, verbal aggressive-
ness has been described as a catalyst to physical violence (Infante et al.,
1989; Infante and Rancer, 1996). It has been suggested, especially in vari-
ous interpersonal communication contexts, that “verbal aggressiveness
sometimes escalates into physical violence” (Infante and Wigley, 1986,
p- 62). Specifically, negative relationship outcomes have been associated
with an individual’s predisposition for verbal aggressiveness, including
physical aggression, abuse, and violence (Rogan and La France, 2003).
Interestingly, individuals who lack communication skills such as argu-
mentativeness, which is necessary for effective conflict resolution, have
a tendency to demonstrate verbally aggressive behavior that results in
violent behavior (Infante et al., 1989). When an individual thinks he/she
has reached the end of his/her abilities to argue, rationalize, or express
him- or herself effectively, verbal aggressiveness may result, which may
lead to subsequent physical violence. This observation supports Deturck’s
(1987) claim that, when communication attempts fail, physical aggression
is used to gain compliance. Future research could delve deeper to ask how
verbal aggressiveness, threatening communication, and physical behavior
are sequenced. Does verbal aggressiveness lead to threats such that a com-
municator would feel obligated to carry them out?

As studies in verbal aggressiveness have evolved over the past 20
years, research has acknowledged the distinctiveness of this form of
aggression and shifted to a more narrow focus. Once treated mainly as
one of many types of aggressive behavior, verbal aggressiveness is now
being isolated to better understand its unique attributes. To assist in such
a direct approach, Infante and Wigley (1986) developed a verbal aggres-
siveness scale, which emerged from an interpersonal model of aggression
and includes concepts such as argumentativeness. Factor analysis and
item analysis on the initial scale, using 30 items, resulted in a 20-item
unidimensional scale with 10 positively worded items and 10 negatively
worded items. Initial studies and subsequent research have found evi-
dence of the validity of the measure, with an alpha coefficient of at least
.81 (Infante and Wigley, 1986; Boster et al., 1993).

More recent studies have further developed the verbal aggressive-
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ness scale, suggesting bidimensionality of the measure. The 10 nega-
tively worded, or “aggressively worded,” items appear to more accu-
rately measure verbal aggressiveness, whereas the positively worded
items seem to measure a more pro-social, confirming communication style
(Levine et al., 2004). The authors suggested reducing the scale to the 10
aggressively worded items to obtain a more accurate reflection of verbal
aggressiveness.

Risk assessment within interpersonal interactions, namely dyadic and
family relations, has been informed by studies in verbal aggressiveness
and use of the verbal aggressiveness scale. Because “verbal aggression
sometimes escalates into physical violence” (Infante and Wigley, 1986,
p- 62), a useful measure of the concept provides insight into potential
violence. However, use of the scale in the context of risk assessment
of threatening communications is seemingly nonexistent. As previously
mentioned, verbal aggressiveness is considered a personality trait emerg-
ing from an individual’s predisposition to communicate aggressively
(Infante and Wigley, 1986; Beatty and McCroskey, 1997). Moreover, one of
the major challenges facing risk assessment approaches is understanding
the character of the person posing a threat and his or her potential level of
danger (Smith, 2008a). Use of the verbal aggressiveness scale is expected
to provide some level of insight into the character of the threatener and
the potential for violent behavior.

The obvious limitation inherent in such an approach is the feasibility
and probability of getting a would-be perpetrator to complete the scale.
Previous studies have successfully modified the scale by making it func-
tional and reliable as an observational measure. Spouses have used the
scale to report the verbally aggressive nature of their partners (Infante et
al., 1989), and third-party observers have used a modified version of the
scale to measure the verbal aggressiveness of others (Heisel et al., 2003).
These adaptations of the scale to use in observational contexts may prove
beneficial for efforts in threat assessment. Examiners can potentially use
an adapted scale to measure the verbally aggressive nature of those who
make threats, providing insight into their character. Of course, observa-
tional information can only be gathered on potential perpetrators if data
exist. Online profile information available on social networking sites,
blogs, and messages boards, threatening messages, and other personal
information collected through investigation are likely sources of such
information. Future research should validate the observational format of
the verbal aggressiveness scale (metrics) for the threat behavior context.

Verbal aggressiveness has relevance to risk and threat assessment
efforts for two primary reasons. First, verbal aggressiveness has been
linked to physical violence. From the onset, threat of physical attack, in
which someone communicates intent to inflict physical harm on another
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individual, has been considered a dimension of verbal aggressiveness
(Greenberg, 1976). Subsequent studies posited verbal aggressiveness as a
catalyst to violence when certain situational factors are present and active
(Infante et al., 1989). Especially in the context of marriage and family
interactions, aggressive communication has been shown to trigger physi-
cal violence. Specifically, character attacks, swearing, competence attacks,
and threats have been shown to facilitate physical violence (Infante et al.,
1990). Negative outcomes such as physical aggression, abuse, and vio-
lence seemingly result from little or no concern for the targeted individ-
ual, a common phenomenon for verbally aggressive individuals (Rogan
and La France, 2003). Because verbal aggressiveness is a subset of hostility
and is so closely linked to physical violence, it is expected to inform risk
and threat assessment efforts by law enforcement and others.

A second reason verbal aggressiveness has application value in the
context of threat assessment is that a situational approach to risk manage-
ment should consider the nature and character of the would-be perpetra-
tor. Verbal aggressiveness has been described from a trait perspective, sug-
gesting something specific about the character and nature of the attacker.
Caprara and Pastorelli (1989) used a personality perspective to develop
a measure of a person’s propensity for violence. Profiling approaches
that analyze the type of individual making threats, along with guided
judgment and automated decision making, are traditional forms of risk
assessment (Reddy et al., 2001). More recently, a more expansive and
deductive approach that considers multiple situational factors has been
used. Research supports such a situational threat assessment approach
“because a knowledge of individual differences will allow future theory
to specify how characteristics of the situation and attributes of the person
interact to produce behavior” (Infante et al., 1992, p. 117). Understandably,
even within a contextual and situational approach to threat assessment,
the character of the individual making the threat should be examined.
Thus, verbal aggressiveness may provide at least one contextual clue or
situational factor in the risk assessment process.

Although research on the link between verbal aggressiveness and
future violent behavior could provide promise for risk assessment devel-
opment, there are some limitations to this line of research. Although sev-
eral studies have investigated the role of verbal aggressiveness in future
violent behaviors, these studies rely on self-reported data, which can be
overtly biased by social desirability, fallacious memory, and self-interests.
Another limitation concerns the relationship between verbal aggression
and violence or physical aggression as a response behavior provoked by
someone else’s verbal aggressiveness rather than a successive behav-
ior after one’s own verbally aggressive communication. For example,
Goldstein and Rosenbaum (1985) examined how verbal aggressiveness in
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the form of character attacks reinforced negative self-image and became a
catalyst for physical violence. Spouses felt like their self-esteem was being
attacked (i.e., verbal aggressiveness) and therefore reacted with physical
aggression toward their partners. Furthermore, recent research has called
into question the validity of the verbal aggression construct. Kotowski et
al. (2009) argue that the verbal aggressiveness scale actually measures two
constructs: verbal aggressiveness and verbal benevolence communication
style. In addition, they report that the scale is unidimensional with several
poor items. In fact, their multimethod data found near zero correlations
between self-reports and observed behavior. Thus, these researchers argue
that there is a discrepancy between the conceptual definitions of verbal
aggressiveness and behaviors.

Although recent research has called into question the current con-
structs used to measure verbal aggressiveness, understanding the link
between verbal aggressiveness and future violent behaviors would seem-
ingly advance the body of knowledge of both verbal aggressiveness and
risk assessment. Is it possible for physical violence to occur not just as
a response to verbal aggressiveness in a communicative dyad but as
a natural subsequent behavior to one’s own verbal aggressiveness? In
other words, are verbal aggressiveness and physical aggression positively
related on the individual level? If so, the existence of verbal aggressive-
ness as a character trait of threateners may provide useful information
into the potential for violence in a threatening situation.

The previous section addressed the verbal expression of emotion. In
particular, the section explored the decades of research on verbal aggres-
siveness and future violent behavior. Recently, a great body of work has
amassed around a burgeoning area of research specifically focused on risk
and crisis communication. Although this research is still emerging, many
of the conclusions are based on case studies and actual crisis or hostage
scenarios. Thus, understanding communications between a perpetrator of
threats or violence and larger organizations may be useful in research to
assess threatening communications and behavior.

CRISIS COMMUNICATION

The emerging field of crisis/hostage negotiation represents one of
the most critical and complex areas of human interaction (Rogan and
Hammer, 2006). In particular, crisis/hostage negotiation deals with the
interaction between effective communication and saving human lives.
As such, crisis/hostage negotiation research has theoretical and prag-
matic applications for threatening communications. Communication-
based research on crisis/hostage negotiation is a relatively new area of
inquiry. Much of this research orients around discourse/content analysis
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of transcribed recordings of actual hostage-taking incidents (Rogan and
Hammer, 2006).

Relational Interdependence

Drawing on the work of Snyder and Diesing (1977), Donohue et al.
(1991a, 1991b) have led the way in relational interdependence in cri-
sis negotiation. Relational interdependence can best be described as a
reciprocal relation of mutual dependence or influence between two indi-
viduals. They have suggested that features of crisis and hostage nego-
tiation increase emotional intensity, thereby increasing the pressures on
law enforcement personnel, particularly when a crisis/hostage negotia-
tor is trying to establish a relationship with a suspect. Additionally, the
core relational issues of control and distance create a double bind, or
paradox, in which both negotiator and suspect attempt to gain control of
the conversation and either sustain a coercive interdependence between
one another or move toward a cooperative and normative barraging
relationship.

This notion of a double bind was further explored in examining the
immediacy behaviors of negotiators and suspects. Donohue et al. have
defined immediacy as directness and intensity of communication and
have also differentiated between implicit immediacy (openness about
one’s thoughts, feelings, and needs) and spatial immediacy (communica-
tion that conveys physical and psychological closeness). In their examina-
tion of nine actual hostage negotiations, they found that incidents involv-
ing mentally ill suspects typically started as cooperative and became
increasingly more competitive, whereas incidents involving criminals
typically began as competitive and became increasingly more cooperative.
Domestic incidents remained competitive throughout the negotiations.

This paradox was examined furthered by Donohue and Roberto
(1993). They identified four limits of the interaction of relational affilia-
tion and relational interdependence: (1) moving toward the other party,
(2) moving away from the other party, (3) moving with the other party,
and (4) moving against the other party. Donohue and Roberto discov-
ered that stable relational dynamics were established fairly early in the
negotiations and that both parties typically adhered to this structure.
Moving-away and moving-against behaviors were typically marked by an
inability to establish relational understanding, whereas moving-toward
and moving-with patterns of behavior were consistent with enhanced
relational consensus. In short, Donohue and Roberto offered negotiated-
order theory as a framework to understand the implicit communication
dynamics that both suspects and negotiators experience as they draw
boundaries around their relationships and ultimately determine the out-
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come of a crisis/hostage incident. Future studies should investigate how
relational interdependence dimensions can be integrated into analyses of
threatening communications.

Behavioral Model of Crisis Negotiation

Research by Hammer and Rogan has focused on the communication-
based components of crisis negotiation (Hammer and Rogan, 1997; Rogan
and Hammer, 1994, 1995, 2002; Rogan et al., 1997a, 1997b). They posit a
four-part behavioral model based on the communicative dynamics of
crisis negotiation, labeled S.A.F.E. The model consists of four interpretive
frames: substantive demands/wants, attunement, face, and emotional
distress. A substantive frame refers to an individual concern for generally
objective and tangible wants and demands (Roloff and Jordan, 1992). Dur-
ing crisis negotiations, typically two types of substantive goals are identi-
fied: central and peripheral substantive interests/demands (Hammer and
Rogan, 1997; Rogan and Hammer, 2002). Central substantive interests
and demands involve situation-related wants; peripheral interests and
demands are not specific to the situation. For example, a request for
transportation away from a crisis incident would be considered a central
substantive demand, whereas a request for food or water would commu-
nicate a peripheral substantive demand.

Hammer (2001) suggests that the amount and type of interests and
demands communicated during a crisis negotiation are related to esca-
lation or de-escalation of an incident. For example, increased commu-
nication of peripheral demands and greater commitment to previously
communicated peripheral demands denotes an increase in escalation.
However, a tendency to communicate more central substantive demands
and a reduction in peripheral substantive demands denotes a de-escalation
of the crisis incident.

Attunement relates to the negotiation of relational dynamics between
subject and negotiator (Rogan and Hammer, 2002). For example, trust,
affiliation, power, and understanding are all considered components of
personal relationships. Typically, a negotiator must work toward estab-
lishing many of these components with a subject. In fact, many negotia-
tions often begin by attempting to establish some sort of trust in the rela-
tionship. The importance of developing a positive relationship between
subject and negotiator is considered essential to incident resolution. In
addition, Donohue and Roberto (1993) contend that the level of relational
distance (attunement) between subjects and negotiators communicates
attraction, liking, respect, trust, and willingness to cooperate.

Face can best be described as an individual concern for self, image
maintenance reputation, and/or identity that is presented during a social
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interaction (Hammer and Rogan, 1997; Ting-Toomey and Kurogi, 1998).
Rogan and Hammer (1994) suggest that in crisis negotiation context, face
varies across three dimensions: locus of concern (self or other directed),
face valence (defend, maintain, attack, or honor face), and temporality
(attempts to protect against loss of face or efforts to restore face). Applying
these conceptions of face to three actual crisis negotiation incidents, these
authors found that crisis negotiators were more likely to engage in efforts
to restore other’s face and that suspects were more likely to engage in
restoring self-face or attacking self-face. Self-face refers to one’s own pre-
sentation and maintenance of face. Conversely, other face is the presenta-
tion and maintenance of other individuals’ face. In addition, Rogan and
Hammer suggest that two other types of face are of particular importance
in crisis negotiation: group identity and individual identity. These authors
conclude that personal identity may be more likely in negotiations that
involve suicide; social identity is more common in incidents involving
members of particular groups, cults, or national organizations.

Emotional distress is often a key indicator of success or failure in crisis
negotiation. Negotiators are typically trained to listen and respond to a
subject’s emotions in order to mitigate the potential for a negative and/or
violent behavior. Essentially the belief is that, if the negotiator can calm
the suspect, it is more likely the suspect will return to rational and norma-
tive bargaining. In a study investigating the verbal expression of emotion
in actual crisis negotiations, emotions were intense and very negative at
the outset of the interaction (Rogan and Hammer, 1995). Subjects typi-
cally became more positive as the negotiation proceeded through various
stages. However, in incidents in which the suspect committed suicide,
emotions remained intense and negative throughout the interaction. This
line of research offers a preliminary glance at emotional expression during
crisis negotiation and presents a direction for future research regarding
the need to fully understand an individual’s emotional state, as it may
forecast future behavior (Rogan and Hammer, 2006).

Although most negotiators are trained to access the emotional state
of a suspect, a law enforcement agent often only has a line of questioning,
paraphrasing, and emotional labeling in order to make this assessment
(Rogan and Hammer, 2006). Therefore, this paper addresses some of the
complexities involved in emotional states and behavioral outcomes. For
example, emotion is likely the outcome of cognitive appraisal processes,
influenced by social and cultural aspects, and is linked to discrete and
indiscriminate psychological and physiological experiences, which com-
bine to generate some sort of emotional expression (Izard, 1990). Rogan
and Hammer (1995), however, investigated language-based affective mes-
sages by examining a suspect’s verbal communication and found prelimi-
nary patterns associated with communication and the suspect’s violent
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and suicidal behavior. Thus, future research should continue to explore
the relationship between emotional appraisal and verbal and nonverbal
communication patterns of predictive behavioral outcomes.

PERSUASION AND THREATENING BEHAVIORS

Smith (2008a) discovered a relationship between persuasive com-
munication used in threatening messages and the likelihood of acting
on a threat. Obviously, persuasion and other forms of social influence
represent general categories of research that refer to attempts at attitude
and behavioral change. It comes as no surprise that threatening commu-
nications would be linked to persuasion attempts. Given the vast body
of work on persuasion and social influence, it would not be productive
to review here the numerous studies in this area. Instead, the focus is
on a subset of persuasion research studies that seem most likely to yield
promising results as a comparative area of investigation for threatening
behavior—fear appeals.

Fear Appeals

There has been nearly 50 years of research on fear appeals in various
disciplines, and these studies have collectively garnered mixed results (for
an overview, see Ruiter et al., 2001). However, fear appeals are commonly
used to modify behavior. Fear appeals are persuasive messages designed
to scare or frighten people into complying with a particular message by
describing the awful and terrible things that will happen to them if they
do not act in accordance with the message (Witte, 1992a). Fear itself can
best be understood as an emotion with negative valence accompanied
by a high level of arousal that is perceived to be both significant and
personally relevant and that motivates people to action (Easterling and
Leventhal, 1989; Frijda, 1986; Ortony and Turner, 1990; Witte, 1992b, 1998).

Parallel Response Model

The parallel response model suggests that fear appeals generate two
separate processes: danger control and fear control. Danger control pro-
cesses involve attempts to control the danger or threat; fear control pro-
cesses involve attempts to control one’s own fear generated by the danger
or threat. When people are motivated to control a danger, they typically
think about the fear appeal and of ways to remove or lessen the threat.
Typically, they think carefully about the recommended responses advo-
cated in the persuasive message and attempt to adopt those as a means
to control the danger. On the other hand, when people are motivated to
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control their fear, they can no longer think about the fear appeal or the
danger of the threat; instead, they focus on how frightened they feel and
they attempt to get rid of their fear through denial, defensive avoidance,
or reactance.

Witte and Allen’s (2000) Extended Parallel Process Model (EPPM),
which traces its lineage through the classic fear-appeal theories, attempts
to explain both when and why fear appeals work, as well as when and
why they fail. According to EPPM, if a threat is perceived as irrelevant
or insignificant, there is little motivation to process the message further.
Conversely, when the threat is perceived or believed to be serious and
relevant, individuals become afraid and are motivated to act in order to
reduce their fear. The EPPM suggests that in some cases fear-arousing
messages can lead to danger control processes, which in turn generate
adaptive potentially life-saving actions. In other cases, fear-arousing mes-
sages can lead to fear-controlling processes, which can lead to maladap-
tive and potentially life-threatening actions. Lastly, EPPM emphasizes the
role self-efficacy plays in the type of control process a person chooses.
Specifically, the model suggests that people must be self-efficacious in
order to maximize their danger-controlling processes in response to fear-
arousing messages. Future research should assess whether threatening
messages are more likely to lead to threatening behavior if they contain
elements of fear (danger) control and self-efficacy. Research efforts could
subsequently assess how messages aimed at curbing unwanted behaviors
(e.g., sending letters, making threats) might incorporate enough fear and
efficacy to promote behavioral changes.

Generally, for fear appeals to be effective, they should include three
key factors: use a credible source, relate to a receiver’s self-esteem, and
focus on an important topic (Pfau and Parrot, 1993). Hale and Dillard
(1995) echo the advice of Pfau and Parrot and offer several of their own
suggestions for designing fear-appeal messages for optimal effective-
ness. First, Hale and Dillard suggest the need for a threat component; in
other words, the fear-appeal message must arouse the emotion of fear.
To accomplish a sufficient threat component, a fear-appeal message must
include a threat of severe physical or social harm if the recipient of the
message does not comply with the recommendations. In addition, a fear
appeal should personalize the risk to the target of the message. In other
words, the recipient of the message must feel vulnerable or susceptible to
the threat and to the consequences of not following the recommendations.

An effective fear appeal should also contain an action component;
there are two primary types of action components: personal efficacy and
response efficacy (Hale and Dillard, 1995; Stephenson and Witte, 2001;
Witte, 1992a). Personal efficacy refers to the target’s perception of whether
he or she can actually engage in the recommendations provided in the
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message. In contrast, response efficacy concerns whether the recommen-
dations offered by the message are effective at eliminating or reducing
the threat depicted. Thus, a successful fear-appeal message must ensure
that the effectiveness of the recommended response is clearly demon-
strated within the message (Hale and Dillard, 1995). Threatening mes-
sages should be examined for levels of personal and response efficacy and
to determine their effect on ensuring specific behavior.

Additional concerns include organization of the message, vividness
of the message, framing of the message, whether the target is a volunteer,
age of the target(s), anxiety of the target(s), and the cost of responding to
the recommendations (Hale and Dillard, 1995). Although there are several
ways to arrange a fear-appeal message (topical, cause-effect, problem-
solution), Hale and Dillard recommend organizing the message using the
problem-solution pattern because it is typically easy to follow and well
suited to incorporating the aforementioned recommendations (e.g., severe
threat, personal and response efficacy). Similar to fear-appeal research,
threatening messages should be evaluated to determine if they are more
likely to be executed if they follow a problem-solution organizational
pattern.

Agencies and organizations interested in using persuasive messages
to deter threatening communications and violent behavior can utilize a
fear-appeal strategy to shift a would-be attacker’s attitudes. Specifically,
these persuasive messages can focus on creating messages that instill fear
and efficacy to incorporate the suggestions of the persuasive message
to limit or stop threatening messages and possible escalation to violent
behavior. Additionally, future research could investigate the extent to
which a threatening behavior is an attempt to generate a fear-appeal
response and thus effectively respond to communications within the fear-
appeal model.

DECEPTIVE COMMUNICATION

For a number of years work in deception and its detection has been
the focus of inquiry by researchers, with some encouraging results (Bond
and DePaulo, 2006; Burgoon and Qin, 2006; DePaulo et al., 2003; Meservy
et al., 2005; Vrij, 2000). According to Burgoon and Varadan (2006): Decep-
tion detection is an essential part of investigations involving terrorism
and espionage, such as the Hanssen FBI spy case (Havill, 2001). Follow-on
asssessment of the Hanssen case identified cues to deception in electronic
messages that could have proven successful in detecting his deception
had they only been employed for that purpose (Burgoon and Varandan,
2006). A great deal of the work in deception and detection that is related to
threatening behavior has focused on behavioral observation and drawing
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conclusions about veracity and credibility (Burgoon et al., 2005; Pollina,
et al., 2006).

The deception detection literature appears to have implications for the
study of threatening communications and ensuing behavior. Both systems
of communication involve strategies that pose escalating risks to the com-
municator, depending on the reaction of the target or third parties. Both
strategies are likely to carry with them elevated levels of affective arousal,
making them more susceptible to certain types of detection or marking
(see below). And both strategies are likely to be communicated under
conditions varying from predatory to spontaneous. Given the similarities
in tactical and strategic features of threatening messages and deception, it
would be advantageous to develop studies comparing these systems for
their commonalities, making extrapolation of the more extant deception
research available to scientists who focus on threatening communications.
Likewise, deception researchers would benefit from other researchers’
studies of threatening messages. The body of work known as deception
research is at an important crossroads given the emergence of new meth-
ods and technology that can be applied to studies of detecting credible
communications (Burgoon et al., 2008; Burgoon and Varadan, 2006).

Channels of nonverbal communication that have been amenable to
analysis in the past include vocalics (or paralanguage), which pertains
to human vocalizations; proxemics, a category for distancing and spac-
ing patterns among humans; and kinesics, which categorizes forms of
body movement, including facial, gestural, postural, and gait. Unfortu-
nately, isolated behaviors from linguistic, visual, vocal, or other nonverbal
behaviors have seldom proven reliable 100 percent of the time. In fact,
deception detection accuracy rarely exceeds chance levels. Some of the
more promising strategies for distinguishing deceit from truth are in
methods that utilize configurations of cues. If computer-assisted detec-
tion tools can be developed to support human detection capabilities by
discerning micromomentary features of language and nonverbal behavior
and by tracking these cues over time, accuracy in discerning both truthful
and deceptive information and communications could be substantially
improved (Burgoon et al., 2008).

Another strategy intended to increase accuracy is that of distinguish-
ing truthful information from deceptive information in a near-real-time
environment. This requires precise instrumentation for dynamic com-
puter-assisted analysis of communication streams. Messages could be
captured as analog recordings or with tape-based digital instruments
that must then be compressed and edited before they can be coded and
analyzed serially. Burgoon et al. (2008) suggest that “many vocal and
motion-oriented deception cues are elusive and warrant deployment of
more elaborate means of measurement than traditionally used. Daily
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advances in digital technology are increasing the fidelity, ease, automa-
ticity, and simultaneity of behavioral data capture, which could greatly
accelerate the processes of coding and analyzing deceptive messages and
could record audio and visual behavior at a fidelity that can be used to
develop algorithms for more accurate, automated behavioral analysis”
(p. 6). Future research might ask how computer-assisted deception detec-
tion tools could be incorporated into studies of threatening and violent
behavior. Are these computer-assisted tools and techniques portable and
easily disseminated? How might culture attenuate or accentuate verbal
and nonverbal displays of deception?

Physiological monitoring can be accomplished through remote sens-
ing technologies. Associated markers include heart and respiration rates,
blood flow, electrodermal responses, electroencephalograph changes,
eye movement, pupil movement and dilation, micromuscle tremors
in the voice and face (O’Hair and Cody, 1987), and other neurophysi-
ological responses—using either contact-based or noncontact measure-
ment devices that may be combined. Given the arousal-laden context of
threatening communications, in the future, remote sensing technology
might be applied from deception research to the context of threatening
communications.

As mentioned above, there is no single behavioral indicator that is
known to reliably signal deception or intention on its own. Deception
and intention often manifest themselves in many facets of human behav-
ior, including visual phenomena (such as facial expression, gaze direc-
tion variation, and gesture), audio phenomena (such as vocal pitch and
longer response latency), and physiological phenomena (such as auto-
nomic arousal, as indicated by pupil dilation; DePaulo et al., 2003; Ekman,
2001; O’Hair and Cody, 1994; Zuckerman and Driver, 1985). Multimodal
approaches to the detection of deception and hostile intention are likely
to prove most powerful. Additional research would be needed to identify
which potential indicators of threatening communications (as implicated
from deception cues) can be combined to index a more accurate assess-
ment of resultant violent behavior from threatening messages.

Although there are multiple strategies available to detect deception,
recent research has called into question the methods used to assess detec-
tion deception accuracy (cf. Pigott and Wu, 2008). Some research has dem-
onstrated the usefulness of strategic evidence disclosure. For example,
Hartwig et al. (2005) examined the timing of evidence disclosure as a
deception detection tool and found that the strategic disclosure of evi-
dence was beneficial for pinpointing lies. In addition, Hartwig et al. (2006)
trained interviewers to apply different strategies of evidence disclosure.
They found a considerably higher deception detection accuracy rate (85
percent) compared to untrained interviewers (56 percent).
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MODALITIES AND CHANNELS

Channel Selection Theories

Those who threaten others have a number of communication chan-
nels available to them—social networks, texting, and phone calls. Channel
selection is sometimes a spontaneous and convenient choice, whereas in
cases of predation the choice of channel can be quite strategic. Selection
of a channel for communicating is a critical factor in determining the lev-
els of receptivity or resistance to the information being communicated.
Through a comprehensive survey, Trevino et al. (2000) used multiple com-
munication theories to study media attitudes and behaviors. Their results
suggested that objective, social, and person/technology factors such as
perceived media richness, message equivocality, number of recipients,
perceived recipients’ attitudes, and distance between message sender
and receiver all had merit for explaining media attitudes and behaviors.

Media richness refers to a communication channel’s ability to convey a
range of visual, auditory, and verbal cues to a receiver (Daft and Lengel,
1984; Kraut et al., 1992). Based on this theory, it may be possible to deter-
mine how communication cues (and the nature of such cues) influence
threateners” use of different channels in sending and acting on threats.
The main premise of media richness theory is that the richness of the
medium should match the requirements of the message. Each type of
communication has characteristics that make it more appropriate for cer-
tain situations and less so for others (Lengel and Daft, 1988). Carlson and
Davis (1998) state that, “While many activities are involved in commu-
nication, one that is of particular importance is media selection” (p. 335).
This thought is also found in research from Zmud et al. (1990): “Commu-
nication channels are believed to vary in their capacity to promote rich
communication” (p. 440). A rich communication medium has potential
for instant feedback, both verbal and nonverbal cues are present, natural
language is used, and the focus is on individuals rather than a large group
(Zmud et al., 1990).

Lengel and Daft (1988) explain the richness hierarchy by stating the
following: “Face-to-face is the richest medium because it has the capacity

for direct experience, multiple information cues. . . . Telephone conversa-
tions and interactive electronic media provide rapid feedback, but lack
the element of ‘being there’. . . . Written media . . . such as memos, notes,

and reports, can be personally focused but they convey limited cues. . . .
Impersonal written media (including fliers, bulletins, and standard com-
puter reports) are the leanest, providing no personal focus on a single
receiver. . . . Thus, each medium has an information capacity based on its
ability to facilitate multiple cues, feedback, and personal focus” (p. 226).
Fulk and Collins-Jarvis (2001) describe simple, predictable tasks with low
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uncertainty surrounding their message as examples of communication
that can be conveyed indirectly. Under high task uncertainty and under
conditions of equivocality (that is, multiple possible meanings exist) (Daft
and Lengel, 1984; Weick, 1979), it has been shown that direct, straightfor-
ward communication is required. “A key premise is that the complexity
of communication and information processing mechanisms (e.g., rules vs.
meetings) should match the uncertainty inherent in the task itself” (Fulk
and Collins-Jarvis, 2001, p. 628).

Katz and Rice (2002) discuss propositions that have applicability in
an organizational communication context: “The telephone allows intense
immediacy. . . . Transmission of both information and affect [is] highly
important, and users may be extraordinarily sensitive to nuances, regard-
less of the medium. . . . Use of telecommunication technology leaves
important residues that reveal complex communicative interactions. . . .
Users can be highly creative in developing ad hoc solutions and crossing
media boundaries” (pp. 247-252). Two questions could be asked in future
research: (1) Are threats communicated through rich media more likely
to lead to resultant behavior? (2) Is multiple channel use more likely to
signal a threat-behavior connection than single channel use?

Online Communication

The Internet has become the engine that drives many sources of new
media, such as online videos, blogs, streaming radio, and instant messag-
ing. What is notable about these new media sources is the lack of regula-
tion relative to traditional sources, such as television, radio, and newspa-
pers (Heath and O’Hair, 2009; Matusitz and O’Hair, 2008). Anyone with
access to the Internet can create a website to deliver messages to a target
group, gather material from a variety of sources, and interact with other
like-minded individuals in synchronous or asynchronous formats. Given
the broad audience and relative ease of dissemination, these new media
sources are fertile ground for the proliferation of threatening messages
(Allen et al., 2009; Matusitz and O’Hair, 2008). Ideological individuals
and groups can be defined as those with strongly held values that form
a mental model for how they interpret events in the world (Mumford et
al., 2008). At the most extreme, such individuals and groups can have
antisocial or even violent worldviews. In the case of violent ideological
groups, one goal may be to draw in people who are disenchanted and
therefore vulnerable to the violent ideology being offered (e.g., Blazak
2001; Moghaddam, 2005).

The motivation for media use typically concerns attainment of vari-
ous interactive and informational needs, depending on the availability,
and the instrumentality of the media to meet these needs (e.g., Rubin,
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1993, 1994). Papacharissi and Rubin (2000) discovered that individuals
who were less satisfied with life and who felt less socially valued were
more likely to use the Internet to facilitate interpersonal communication.
These motivations and characteristics are some examples of the psycho-
logical needs that resonate with characteristics of ideological groups or
a group’s members. Violent groups may have more malevolent reasons
for being drawn to the new media, and research demonstrates that the
new media can be used for cyberterrorism (Matusitz and O’Hair, 2008;
Stanton, 2002), intimidation (Corman and Schiefelbein, 2006), and written
attacks (Damphousse and Smith, 2002). Stanton (2002) describes a sce-
nario in which intelligent programs, or bots, are used by terrorist groups
to interact with users and spread propaganda online. In general, it can be
concluded from this research that a variety of communication needs in
conjunction with social and situational characteristics can interact with
media characteristics to determine media choice and use.

Websites are often described in terms of interactivity. Jensen (1998) is
a central proponent of interactivity and casts it as the ability of a medium
to allow user influence on the content of the mediated communication. In
a similar fashion, Dholakia et al. (2000) argues that interactive websites
are those that stimulate perceptions of social presence and are facilitated
through reciprocal communication. According to this perspective, user
control, responsiveness, connectedness, and playfulness are key crite-
ria for encouraging interactivity. The interactionist perspective (empathy
between object, perceiver, and communicator) has been compared to other
communication and psychological concepts such as “mirroring,” “per-
suasiveness,” the “matching hypothesis,” and the “similarity-attraction”
paradigm (Moss et al., 2007).

The field of marketing communication research takes a more techni-
cal approach to interactivity and website properties, arguing for more
focused attention on two-way communication, navigability (lower infor-
mation search costs), multimedia design (link, graphics, visuals, sounds),
and marketing content (company-related information, customer-related
information exchange; Karayanni and Baltas, 2003). Song and Zinkhan
(2008) investigated the direct effects of interactivity on perceived web-
site effectiveness by operationalizing dimensions of interactivity theory
(Rafaeli, 1988) and telepresence theory (Steuer, 1992). Their findings sug-
gest that interactivity perceptions (personalized communication, control,
responsiveness) resonate with website users, especially under conditions
when cognitive control is elevated. But one question needs to be asked:
What dimensions of online communication are most conducive to threat-
ening behavior?

A frequently reported dimension of interactivity is interaction efficacy,
which can be described as the extent to which people feel comfortable
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talking to others online and how real time the communication seems
(Sohn and Lee, 2005). This is sometimes called synchronicity (e.g., Morris
and Ogan, 1996; Porter, 2004). Certain forms of Web communication are
more conducive to information exchange; others are more appropriate for
social interaction (Maclaran and Catterall, 2002). For example, message
boards are more conducive to information exchange (a more asynchro-
nous form of communication), whereas chat rooms are more conducive
to social interaction (a more synchronous form of communication). If
violent ideological individuals and groups are presumed to be more likely
to emphasize community building than nonviolent people, it may also
be presumed that these individuals will seek more interaction efficacy in
their websites. Higher interaction efficacy facilitates community building
through participation in more “real” dialogue than in more asynchronous
forms of communication. This will also allow group members to form
more personal relationships with others. Along these lines, future research
could study whether threats and advocated violent behaviors are more
likely to occur on online venues that offer more interactional efficacy.

Online Communication Metrics

As a means of summarizing some of the relevant research focused
on online communication, Table 2-1 identifies measures and metrics that
have either been used in online communication research or have been
suggested as worthy candidates for inclusion in future areas of experi-
mental or case study research. Particular metrics used in online research
are identified, followed by a description, a purpose, or an objective for
the metric. For each metric an associated marker, outcomes expected from
using the metric, and short explanations for the metric’s relevance to other
types of online analyses are provided.

FUTURE OF THREAT ASSESSMENT

Threatening situations are more likely to be successfully investigated
and managed if other agencies and systems—both within and outside
law enforcement or security organizations—are recognized and used to
help solve problems presented by a given case. Examples of such systems
are those employed by prosecutors; courts; probation, corrections, social
service, and mental health agencies; employee assistance programs; vic-
tims’ assistance programs; and community groups. (Fein et al., 1995, p. 3)

This section supports many arguments laid out by Meloy and col-
leagues (Biesterfeld and Meloy, 2008; Meloy et al., 2008) and develops
arguments for a more integrated and cooperative approach to threat
assessment. Communication-related processes such as collaboration and
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boundary spanning are introduced to frame a strategy for threat assess-
ment systems.

A General Accounting Office report (Posner, 2002) was highly critical
of the previous collaboration efforts by various organizations involved in
terrorism management:

Our previous work has found fragmentation and overlap among federal
(terrorism) assistance programs. Over 40 federal entities have roles in
combating terrorism, and past federal efforts have resulted in a lack of
accountability, a lack of a cohesive effort, and duplication of programs.
As state and local officials have noted, this situation has led to confusion,
making it difficult to identify available federal preparedness resources
and effectively partner with the federal government. (p. 3)

Hadden (1989) suggests that institutional barriers often prevent reli-
able and comprehensive data analysis. Such barriers result, at least in
part, from statutes that do not specify which technical data are crucial
and therefore should be collected. Required to provide information, those
who are responsible may merely engage in “data dumps.” Thus, substan-
tial databases may be created, but the important or most important data
might not be interpreted and used for policy decisions. Statutes and pro-
fessional protocols may not recognize the need for clarity of presentation
and feedback. Data collection may not include a sense of how data are
to be communicated. Even when data have been collected by industry or
governmental agencies, institutional barriers may prevent access.

Professionals are likely to experience a tangle of organizations, frus-
tration in acquiring information, and data dumps that load large amounts
of information in ways that make it difficult to access and manage (see
Heath et al., 2009; Heath and O’Hair, 2009). Further, professionals are
unsure that the data and information they obtain are the format and type
they are seeking. They question the accuracy and value of the informa-
tion offered and wonder about its accuracy and relevance. Even when
information is obtained, people run into barriers as they seek to exert
changes they hope will mitigate the risks they believe they have discov-
ered (O'Hair et al., 2005). A related barrier is the failure on the part of
governmental agencies (see Posner, 2002) to agree on the interpretation
of information—clearly different disciplines use different nomenclatures
to explain their systems and means of adhering to, and making, policy.

Collaboration occurs when a group of autonomous actors engage in an
interactive process, using shared rules, norms, and structures, to act or
decide on issues that result in mutual benefit and reciprocity (Abramson
and Rosenthal, 1995; Wood and Gray, 1991). Following O’Hair et al.
(2010), a better understanding is needed of how the actors involved in
threat management recognize and leverage each other, not as independent
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units but as sources for potential collaboration. One relevant collaboration
process is boundary spanning, which allows members to interact with
outside stakeholders and enables them to effectively deal with ambigui-
ties of external threats (Golden and Veiga, 2005).

Boundary spanning is viewed as the coordination of experiences, val-
ues, context information, expert insight, and the actions of two or more
independent organizations. Through boundary spanning, meaningful
knowledge is constructed within interorganizational groups, and knowl-
edge is shared freely through collaborative processes such as conversation
and joint work (Brown and Duguid, 1991; O'Hair et al., 2010; Orr, 1990;
Wenger, 1998). The fields of information science and management stud-
ies offer a plentiful stream of studies related to boundary spanning, with
many having a focus on knowledge management (Kogut and Zander,
1992; Larsson et al., 1998; Rosenkopf and Nerkar, 2001).

Boundary spanning includes working together with organizations,
coordinating activities, and mobilizing resources in the community.
Knowledge networks often have the responsibility to formally or infor-
mally establish and maintain communication patterns across organiza-
tions (Alexander, 1995). At this level, boundary-spanning information sys-
tems integrate information flow and coordinate work across “islands” of
knowledge (Lamb and Davidson, 2000; Markus et al., 2002). The creation
of shared knowledge is feasible when organizations share and improvise
local practices through membership in the same work group (Gasson,
2005). By belonging to a community of organizations, mutual engagement
in joint enterprise utilizes a shared repertoire of resources (Wenger, 1998).
Not only do individual participants belong to multiple communities of
practice, “their multiple memberships provide a mediating mechanism
that permits the spanning of boundaries between these communities”
(Wenger, 1998, p. 123). Future studies should investigate how dimensions
of interorganizational collaboration can positively affect data exchange
and threat management among organizations in the intelligence and law
enforcement communities.

Although this paper provides several areas of inquiry, several other
factors have not been fully developed. The very nature of communica-
tion actions, the medium through which they are transmitted, and the
ultimate intentions form a unique intersection for each individual. At first
glance, this might seem like a daunting and overwhelming task. However,
communication and behavior are inextricably linked, and the better this
connection can be understood, the more likely it is that future predic-
tions about behavior can be made. Moreover, current communication-
based theory and methods should be used to both assess the relationship
between communication and threatening behavior and develop commu-
nication strategies aimed at shifting values, attitudes, beliefs, and behav-
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iors. Thus, communication research could be used to develop messages
aimed at reducing threatening communications and behaviors.

It is hoped that, by identifying these areas of communication research,
focused inquiry can be generated. More questions were generated than
answered in this literature review, and many thorny issues are unlikely
to be resolved without a substantial expenditure of resources. The goal
of shedding light on the relationship between communication and actual
behavior will mostly be accomplished through a triangulation of observa-
tional, actuarial, experimental, and case study research. The propositions
offered at the outset of this paper suggest that communication theory and
practice are intrinsic to the study of threatening behaviors and that find-
ing strategies for managing violent behavior against others will be served
by addressing even the most demanding research conundrums.
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Approaching and Attacking Public
Figures: A Contemporary Analysis
of Communications and Behavior

J. Reid Meloy

There has been significant research during the past decade on abnor-
mal or threatening communication and its relationship to escalation,
approach, or attack behavior toward public figures (Meloy et al., 2008b).
This paper is a review and critical integration of that research, which is
pertinent to the operational needs of both public and private security,
law enforcement, and intelligence agencies tasked with protecting public
figures. Included are findings from new empirical studies (James et al.,
2009b, 2010a, 2010b; Meloy et al., 2010; Unsgaard and Meloy, 2011) and
theoretical advances not yet empirically tested.

The paper is divided into two sections: problematic approaches and
attacks. The former refers to any behavior that entails physical move-
ment toward a target that is potentially disruptive or threatening. The
latter refers to any near-lethal approach, attack, or assassination of a tar-
geted individual. This division is not arbitrary. It is necessary given the
disparate research that has been conducted on samples of problematic
approachers and samples of attackers and, in some cases, the divergence
of results. It is the author’s hope that detailing these differences and simi-
larities will broaden and deepen the understanding of such behaviors and
also contribute to advances in operational research while ensuring the
safety of public figures.
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PROBLEMATIC APPROACHES

Predicting Movement from Communication to Approach

A detailed analysis of six studies, five of which were random sam-
ples, of problematic approaches to public figures, both politicians and
celebrities, in the United States and Europe indicates a high degree of
consistency across six headings that predict movement from communica-
tion to an approach (Meloy et al., 2010). The six studies in this analysis
(Dietz et al., 1991a, 1991b; Scalora et al., 2002a, 2002b; James et al., 2009a;
Meloy et al., 2008a) utilized variables that were similar enough to each
other to warrant these six headings. They also provided quantitative data
that show a statistically significant difference between approachers and
nonapproachers toward the six samples of public figures. The following
headings indicate the direction of a greater likelihood of an approach:

No threatening communications
Serious mental illness

Requests for help

Multiple means of communication
Multiple contacts and targets

No antagonistic communications

No threatening communications refers to the absence of an expressed desire
to do harm to, or have physical harm occur to, a target. Serious mental
illness refers to the presence of psychosis, indicated by evidence of hal-
lucinations, delusions, or formal thought disorder, during the activity of
concern. Requests for help refers to the subject asking for help from the
target. Multiple means of communication refers to the subject using at least
two methods of communication, such as writing letters, telephoning,
e-mailing, sending gifts or enclosures, or faxing. Multiple contacts or targets
is the most disparate heading and combines a subject’s repetitive contact
of a target through any means of communication and the subject’s contact
of other public figure targets—both have the characteristics of repetitive-
ness and dispersion. No antagonistic communications refers to the absence
of any hostile, abusive, or degrading aspects to the communications.
Four of these six studies also conducted logistic regressions to see
how accurately an approach could be predicted. Overall correct classifi-
cation ranged from 76 to 83 percent, which is 25 to 30 percent better than
chance, depending on the base rates for approach in each study. Although
the predictor variables across the four studies differed, multiple communi-
cations and/or contacts with other targets emerged as a predictor variable in
all four studies. It appears that a common thread across these predictor
studies, as well as the other two studies, is a level of energy and fixation
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on the part of the subject as a necessary prelude to approaching the target,
operationally measured by multiple communications to the target and/or
contacts with other public figures.

Although the consistency of these findings is promising, further
research is necessary to cross-validate the results. Research designs could
simply compare random samples of both approachers and nonapproach-
ers to learn whether these six variables continued to both discriminate
between the two groups and function in some circumstances as predictors
of a problematic approach.

The operational application of these findings, heretofore individually
known but not integrated prior to this study (Meloy et al., 2010), was
somewhat misguided. A proportion of subjects whose communication
characteristics are the opposite of these variables will move from com-
munication to approach. This statistical reality was often overlooked in
interpretations of the early research by readers who focused on significant
differences between approachers and nonapproachers instead of actual
frequencies. The assumption made by readers of this research was that
significantly less difference meant that the lesser category had a zero fre-
quency of the behavior. This is a logical error but appears to have become
operationalized in some threat assessments—for example, the false belief
that if there is no communicated threat, there is no risk, or that those who
make a direct threat do not pose a threat. Consider the following data,
which indicate the proportion of subjects who directly threatened a public
figure and then did make a subsequent approach:

23 percent (Dietz et al., 1991a)
33 percent (Dietz et al., 1991b)
21 percent (Scalora et al., 2002a)
41 percent (Scalora et al., 2002b)
35 percent (Meloy et al., 2008a)

Even though these percentages are, in most cases, significantly lower
than those for subjects who directly threatened but did not subsequently
approach, they tended to be minimized, and often dismissed, when the
results of the studies (particularly the Dietz studies) were informally
discussed by threat assessment professionals. The within-study inter-
pretations of these data were also problematic. For example, concerning
threats and approaches to members of Congress, Dietz et al. (1991b)
wrote, “Subjects who sent threats to a member of Congress were sig-
nificantly less likely to pursue a face-to-face encounter with him or her”
(p- 1466). This is statistically accurate but could be incorrectly interpreted
as meaning that articulation of a direct threat would reduce risk in any one
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subject who threatened—an interpretation that did not apply to one-third
of their sample.

Future studies should emphasize this point and detail not only sig-
nificant differences but also frequencies, effect size of the differences
(preferably measured in odds ratios), and confidence intervals of the odds
ratios. Also, Receiver Operating Characteristic analysis can be used to
interpret predictive findings to ensure that base rates do not influence pre-
dictive outcome statements. The difficult problem of applying nomothetic
(large-group) data to an individual case, wherein membership in a class
does not necessarily imply individual predictive accuracy, also should be
noted (Hart et al., 2007).

Behavioral Pathway, Motivation, and Mental Disorder

Odd, inappropriate, bizarre, or threatening communication addressed
to a public figure cannot be fully understood by itself without other infor-
mation about the sender, especially the behavioral pathway, motivation,
and nature of the sender’s mental disorder. Behavioral pathway refers to the
path along which an individual might progress in moving from commu-
nicating with a target to close physical proximity to the target. It was first
mentioned by Dietz and Martell (1989) and then systematically studied
by Fein and colleagues (1995) and Fein and Vossekuil (1998, 1999); later it
was demarcated into stages by Calhoun and Weston (2003). Most recently
it has been applied to studies of problematic approaches by various indi-
viduals to the British Royal Family.

James et al. (2009a) divided the stages into preapproach communi-
cations, communications and approach, approach without communica-
tions, unsuccessful breach of security, successful breach of security, and
attack. Such a pathway analysis yields important behavioral findings,
most notably the degree to which a perpetrator is influenced by both
motivation and mental disorder. Motivation refers to the reason for the
behavioral approach; it can be driven by “psychotic action” (Junginger,
1996)—behaviors driven by delusions or hallucinations. The nature of
the mental disorder, if present, is most important when analyzed accord-
ing to symptoms and behaviors—not diagnosis—and whether or not it
causes, mediates, correlates with, or is unrelated to the motivation for the
approach.

Three recent typologies attempt to address these aspects of public
figure stalkers. Phillips (2006, 2008) identified five categories among an
unknown number of subjects who approached, in a problematic way,
protectees of the U.S. Secret Service: resentful, pathologically obsessed,
infamy seeking, intimacy seeking, and nuisance or attention seeking. His
typology focused on motive, positive symptoms of psychosis, and intent
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to do harm but did not incorporate a behavioral pathway analysis. James
et al. (2009a) identified eight motivational types among a random sample
of 275 problematic approachers toward the British Royal Family: (1) delu-
sions of royal identity, (2) amity seekers, (3) intimacy seekers, (4) sanctu-
ary and help seekers, (5) royally persecuted, (6) counselors, (7) querulants
(vexatious litigants), and (8) chaotics (those whose behaviors and motiva-
tions were highly disorganized). Their motivational typology was studied
in relation to both the behavioral pathway and serious mental disorder.

In The Stalking Risk Profile, MacKenzie et al. (2009) identified eight
motivational categories for stalkers of public figures: (1) resentful, (2) inti-
macy seekers, (3) incompetent suitors, (4) predatory (sexual motivation),
(5) help seekers, (6) attention seekers, (7) the chaotic, and (8) unclassi-
fied. The profile was designed for risk management of such cases and is a
structured professional judgment instrument (Monahan, 2000). Although
typologies may seem irrelevant to operational tasks, they are not. A typol-
ogy developed from a random sample of subjects of concern can bring
more efficiency to the assignment and utilization of protective intelli-
gence resources. Such work, along with research on mental disorders and
behavioral pathways, could eventuate in an iterative decision-tree model
for estimating the risk of problematic approaches toward or stalking of a
protectee, much like the Classification of Violence Risk, developed to help
predict the risk of short-term violence among persons discharged from
acute care psychiatric facilities (Monahan et al., 2001; Monahan, 2010).

To determine operational validity, typologies need to be empirically
tested for both inter-rater reliability and various kinds of validity across
a number of variables important to protection, such as the prediction of a
successful breach of security. The Phillips’ (2006, 2008) typology has not
yet been empirically tested, but holds promise given its derivation from
actual threateners and approachers identified by the U.S. Secret Service.
Moreover, across all of the typologies there appears to be a supraordinate
variable called fixation (from the Latin figo, meaning to be bound fast) that
has both clinical and behavioral significance.

Fixation

Emerging research indicates the importance of fixation, an intense
preoccupation with an individual, activity, or idea (Meloy et al., 2008b).
Normal fixations are a part of everyday life and include such states as
romantic love, parental devotion, intense loyalty, and adulation. Patho-
logical fixations are obsessive preoccupations that typically result in dete-
rioration of the subject’s intimate, social, and occupational lives (Leets et
al., 1995; Mullen et al., 2009a; Schlesinger, 2006). Such pathological fixa-
tions focus on a person or cause, the latter an intensely personal grievance
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or quest for justice that inhibits effective social functioning and alienates
others. Research in Europe indicates that fixation on a cause is related
to risk of attack. In a study of nonterrorist attacks on Western European
politicians between 1990 and 2003, 50 percent of attackers were found to
be fixated on a cause (James et al., 2007; N = 24). In a study of attacks on
the British Royal Family between 1778 and 1994 (James et al., 2008; N =
23), 63 percent of subjects whose motivation could be discerned (n = 19)
were fixated on a cause.

Although it is difficult to make this distinction in the U.S. Secret Ser-
vice Exceptional Case Study Project (ECSP) (Fein and Vossekuil, 1999), 67
percent of near-lethal approachers, attackers, and assassins had a griev-
ance, as well as motivations that suggested focus on a cause, such as
avenging a perceived wrong, bringing national attention to a perceived
problem, saving the country/world, and bringing about political change
(Fein and Vossekuil, 1998, 1999). Fixation on a cause may be a moderat-
ing variable between problematic approach and intent to attack, but it
has not been empirically studied. Such fixations are distinguished from
political extremism, which usually emerges in interactions of an actual or
virtual group on the fringes of the traditional political process and is not
as intensely personalized.

The nature of the fixations evident in abnormal communications to
public figures has been studied in the context of British and Western
European attackers (James et al.,, 2007, 2008). Although they may pre-
dict certain subsequent behavioral pathways or escalations, the empirical
question is whether fixation on a cause incrementally contributes to risk
of an attack on a public figure, especially politicians and government
officials. The supraordinate, and perhaps clinically obscure concept of
fixation, moreover, is often evident in warning behaviors.

Warning Behaviors

Emerging research supports the belief that warning behaviors are
important and should be construed as much broader than a specific threat
(Meloy et al., 2004b; Scalora et al., 2002a, 2002b, 2003). Warning behaviors
are dynamic and acute behaviors that precede an act of targeted violence,
are related to it, and are therefore a risk factor for it. Warning behaviors
show an intense and accelerating effort to further a particular quest, usu-
ally some highly personal cause. They often predict an approach (Meloy
et al.,, 2010), but with some exceptions (Scalora et al., 2003). Intensity is
usually measured by frequency of contact, duration of contact, multiple
means of contact, and multiple contacts with other figures (target disper-
sion) and is associated in the research with the presence of serious mental
disorder (James et al., 2009a; Scalora et al., 2002b).
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Warning behaviors are also present in research on attacks. In contem-
porary Western European attacks (James et al., 2007), 46 percent of sub-
jects evidenced warning behaviors before attacking! and were more likely
at the time of the attack to have a mental disorder (phi = 0.77 effect size),
to be psychotic (0.65), and to show clear evidence of delusional beliefs
(0.65). In the ECSP study (Fein and Vossekuil, 1998, 1999)—despite the
very low frequency of direct threats toward the target or law enforcement
(7 percent)—most subjects had a history of verbal or written communica-
tion about the target (77 percent); one out of four communicated to the
target (23 percent); and 63 percent had a history of indirect, conditional,
or direct threats about the target.

Specific warning behaviors may be another moderating variable
between the research on problematic approaches and attacks. As yet, there
are no studies of specific warning behaviors as predictors of a targeted
attack. There are many case studies, though, that have retrospectively
identified certain warning behaviors after an attack as predictors of that
attack, but such circular reasoning does not advance predictive science. It
would be most useful to determine both the specificity (accuracy of not
predicting) and the sensitivity (accuracy of predicting) of certain warn-
ing behaviors in relationship to an attack—a task easier said than done.
Moreover, the fundamental difficulty with warning behaviors is a lack of
clarity in definition.

Meloy et al. (unpublished) have recently proposed that warning
behaviors can be divided into seven categories:

e Pathway warning behavior—acts that indicate research, planning,
preparation, or implementation of an attack (Calhoun and Weston,
2003).

¢ Fixation warning behavior—increasingly pathological preoccupa-
tions with a public figure or a highly personalized cause (Mullen
et al., 2009a).

o Identification warning behavior—a psychological desire to be a
“pseudocommando” (Dietz, 1986; Knoll, 2010); development of a
“warrior mentality” (Hempel et al., 1999); interest in and study of
previous assassins or public figure attackers; or fascination with
weapons, as indicated by collection, approach, skill development,
or fantasy-based associations (Meloy, 1992a).

1In the European study, warning behaviors included posters, newspaper advertisements,
attempted lawsuits against the government, chaotic deluded letters to politicians and the
police, threatening letters, leafleting the public, telling friends of intent to attack, and in one
case attempted self-immolation in front of the eventual victim’s workplace. In some cases,
these warning behaviors went on for years.
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¢ Novel aggression warning behavior—acts of violence unrelated
to the planned and targeted attack that are committed for the first
time.

¢ Energy-burst warning behavior—increase in the frequency, dura-
tion, or variety of any warning behavior prior to an attack.

e Leakage warning behavior—communication to a third party of
intent to do harm to a target through an attack (O"Toole, 2000;
Meloy and O’Toole, in press).

e Direct-threat warning behavior—communication of a direct threat
to the target or law enforcement before an attack on a public figure.

These seven categories have face validity and are commonly encountered
in threat assessment cases, but they have not been subjected to empirical
testing to determine their inter-rater reliability or their validity in predict-
ing an attack.

Grandiosity and Entitled Reciprocity

Grandiosity and entitled reciprocity have emerged as two impor-
tant psychological characteristics of subjects who approach public fig-
ures. They suggest both psychopathology in general and pathological
narcissism—a sense of specialness that diminishes empathy for others.
Grandiosity, an exaggerated sense of self-importance evident in com-
munications, was tested in a logistic regression model in a study of those
who approached or did not approach members of the British Royal Fam-
ily (James et al., 2010a).

A regression for a model comprising the single factor of grandiosity
produced an Area Under the Curve (AUC) of 0.74 (95 percent confidence
interval 0.65 to 0.82) and correctly predicted almost 74 percent of the
cases—nearly 74 percent of the approachers and over 73 percent of the
nonapproachers. The effect size was moderate (phi = 0.47). Dietz and
Martell (1989) found in their study more than 20 years ago that those who
approached celebrities were significantly more likely (X? = 4.85, p <.03) to
evidence an excessive sense of self-importance or uniqueness (52 percent)
than those who did not approach (36 percent). If subjects who problemati-
cally approached members of Congress took a “special constituent role,”
it significantly increased the risk of an approach (46 versus 16 percent, X2
=7.77, p = .0053). Grandiosity can be somewhat grounded in reality (e.g.,
“I can dramatically influence the votes in my district!”) or delusional (e.g.,
“I am the president!”). In many cases, grandiosity among such subjects
compensates in fantasy for real-life failures in both work and love.

Grandiosity is a facet of pathological narcissism, an aspect of per-
sonality that is quite apparent in stalkers (Meloy, 1998; Mullen et al.,
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2009b) and is an abnormal variant of narcissism, most clearly defined
by Rothstein (1980) as “a felt quality of perfection” (p. 4). Grandiosity
is also apparent in the attack research, specifically the ECSP study. Fein
and Vossekuil (1998, 1999) reported that in 38 percent of principal inci-
dents of near-lethal approach, attack, or assassination (N = 74) there was
evidence that attention/notoriety was a goal. Of the eight motives they
cited for attacks, grandiosity, or the wish to achieve such importance, can
be inferred in five: (1) to achieve notoriety/fame, (2) to bring national
attention to a perceived problem, (3) to save the country or the world,
(4) to achieve a special relationship with the target, or (5) to bring about
political change.

Years after the assassination of President John F. Kennedy in 1963
(Bugliosi, 2007), a close female friend of Lee Harvey Oswald reflected on
Oswald’s personality in Minsk during the years 1959 to 1962: “I could
paint a portrait of him as someone who thinks too much of himself but
doesn’t work to become the person he wants to be. . . . The most important
thing for Lee was that he wanted to become famous. Idea number one. He
was fanatic about it, I think. Goal number one. Show that he was different
from others, and you know, he achieved this goal” (Mailer, 1995, p. 321). A
psychiatric social worker at the Youth House in Manhattan where Oswald
was briefly placed as an adolescent for chronic truancy recorded similar
findings: “He acknowledged fantasies about being all-powerful and being
able to do anything he wanted. When asked if this ever involved hurt-
ing or killing people, he said that it did sometimes but [he] refused to
elucidate on it” (Mailer, 1995, p. 365). She later wrote: “There is a rather
pleasant, appealing quality about this emotionally starved, affectionless
youngster which grows as one speaks to him” (p. 365).

Entitled reciprocity is the belief that a particular public figure owes
the subject time and attention because of the time and attention the sub-
ject has paid to the public figure (Meloy et al., 2008b). It is also an aspect
of pathological narcissism and is related to grandiosity: The subject’s
importance demands that he receive the attention he deserves. In the Brit-
ish Royal Family study (James et al., 2010a), three motivations together
accounted for nearly 72 percent of cases in which the communicators
went on to approach—those with delusions of royalty, amity seekers,
and intimacy seekers. Among all these motivations is the subject’s often
delusional belief that he or she is owed a debt of gratitude through blood
ties, friendship, or love.

Entitled reciprocity, however, has not been measured but may be an
important predictor of resentment and perhaps aggression in certain sub-
jects who are shunned by their public figure target. This could develop
over time when communications are not responded to, or it could be an
acutely negative emotional reaction when a highly anticipated personal
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encounter with the public figure results in disappointment or the humili-
ation of being ignored. An example of grandiosity and entitled reciprocity
from a letter writer to Prince Charles appears below (from author’s files,
courtesy of the Fixated Threat Assessment Centre, London):

Dear Charles—God dam it. God dam you! Charles Prince of Wales! You
know that the Catholic Church is a cult, right? You do know that, don’t
you? Well, it is. And you shouldn’t be worshipping the Virgin Mary.
She’s not the Queen of Heaven. I AM! I'm God’s wife, and you better
make room for me there now! How dare you make me grovel in the dirt.
Charles, I'm your Heavenly Mother! And you best start respecting me
as such with a whole lot of hugs and kisses (on the cheek), well wishes,
and tender loving care, or you are going to die a very long death starting
right now! Stick to the Word of God, Charles.

Electronic Communications to Public Figures

Although it might seem that the written letter to Prince Charles is a
relic of the past given the various social media platforms available today
for communications, there is virtually no research contrasting the use of
electronic communications (e.g., e-mails) toward public figures—with one
exception, described by Schoeneman-Morris et al. (2007). This random
study of e-mails and letters to members of the U.S. Congress found that
letter writers were more problematic in that they were significantly more
likely to exhibit symptoms of severe mental illness, engage in multiple
target contacts, use multiple methods of contact, and approach. In fact,
e-mail senders focused on government concerns, used obscene language,
and displayed disorganization significantly more often. Threatening lan-
guage was found in about half of all communications, with no significant
differences between the two types of communication.

The research possibilities concerning electronic communications are
endless. Any attempts to contrast samples of written letters and e-mails
to public figures, with a focus on variables predicting a problematic
approach, would contribute to this nascent area of investigation. His-
torically, written communications to public figures held a central place
in threat assessment investigation, until challenged by the work of Fein
and Vossekuil (1998, 1999), and further research could prove operation-
ally useful.

Making or Posing a Threat

The distinction between making and posing a threat, first enunci-
ated by Fein et al. (1995) and utilized in the ECSP study, has permeated
the threat assessment community over the past 15 years as an important
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theoretical construct and operational focus (Calhoun, 1998; Calhoun and
Weston, 2003, 2008). Calhoun and Weston have challenged the assump-
tions that those who make a direct threat pose the greatest risk and that
articulated threats are central to threat assessment. The challenge derived
from the fact that none of the subjects who attacked or assassinated a
U.S. public figure in the second half of the twentieth century communi-
cated a direct threat to law enforcement or the target beforehand (Fein
and Vossekuil, 1999). Subsequent research with other data on attacks of
public figures makes clear that suspicious behavior (“warning behav-
iors”) should be considered more important than a directly communi-
cated threat when assessing the risk of an approach (Meloy et al., 2004b)
to any public figure. For instance, James et al. (2007) also found that none
of the subjects who attacked a Western European politician between 1990
and 2004 had directly communicated a threat beforehand. Such findings
have moved threats from principal actor to supporting role in the theater
of public figure threat assessment. However, warning behaviors—the
somewhat obscure elements of a decision called “posing a threat”—are
not clearly enunciated in the research, as noted earlier, and characteristics
that lead to the decision that a subject “poses a threat” are also unknown.
To further complicate matters, in certain cases, those who make threats
also pose threats (Scalora et al., 2002a, 2002b).

To yield predictive data, the elements of such behaviors must be con-
sistently defined and further studied, which could include a standardized
definition of “posing a threat” and identifying the decision-making tree
that leads to the perception of a “posed threat” by threat assessment pro-
fessionals. One approach is to empirically study the various levels of con-
cern and threat currently utilized by public and private security agencies
to determine if they are reliably applied to various cases and the degree to
which they predict certain approach behaviors or necessary interventions
to curtail such approaches (e.g., arrest, hospitalization, surveillance). An
important group that also merits study consists of those who problemati-
cally approach a public figure without communicating beforehand and
without intending to attack. This group has been mostly neglected in the
research to date. In the British Royal Family study (James et al., 2009a),
this group was found to be more likely to behave in an intimidating man-
ner, more likely to attempt to breach security, and much less likely to be
fixated on the target than were approachers who communicated before-
hand. This group (approach/no communication/no intent to attack) was
not utilized as a comparison group in the ECSP research, which might
have provided useful information.
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ATTACKS AND ASSASSINATIONS

Mental Disorders, Attacks, and Assassinations

Research indicates the importance of mental disorders in a large pro-
portion of subjects who attack public figures (Fein and Vossekuil, 1998,
1999; James et al., 2007, 2008; Meloy et al., 2004b). In the ECSP study, the
finding of a substantial presence of mental disorder contrasts with the
recommendations that diminished the importance of mental disorder
(Fein and Vossekuil, 1999): 61 percent of subjects had been evaluated by a
mental health professional, 43 percent had a history of delusions and were
delusional during their attack or near-lethal approach, and 21 percent
had a history of auditory hallucinations. However, Fein and Vossekuil
made two important points: (1) within the delusion, the behavior toward
the target may be quite rational and (2) focusing on the “thinking that
leads a person to see assassination as an acceptable, or necessary action”
(p. 332) is operationally much more useful than labeling or diagnosing the
person with a particular mental disorder. Their position is supported by
a large meta-analysis of the relationship between psychosis and violence
(Douglas et al., 2009), which found that studies coded at the level of the
symptom had significantly higher effect sizes, particularly active positive
symptoms (delusions, hallucinations, etc.), when studying the relation-
ship between violence and psychosis.

The operational implications of these findings and opinions are
significant. Threat assessment professionals will find the description of
behaviors and symptoms related to a mental disorder more useful than
the particular diagnostic label. For example, discovering through investi-
gative efforts that a particular subject has paranoid schizophrenia is much
less relevant to threat assessment than noting that the subject believes the
public target is an alien from another planet and needs to be killed so that
he does not propagate and threaten other humans. On the other hand,
although diagnostic labeling can obscure symptoms and behaviors rel-
evant to threat assessment professionals, it can also function as an efficient
communicator of probable symptom clusters for mental health profes-
sionals and signify the likely prognosis, or clinical outcome, if psychiatric
or psychological treatment can be applied to the subject of concern.

Psychosis and delusions have also been found to be positively corre-
lated with lethality risk (death or serious injury) in contemporary attacks
on Western European politicians (James et al., 2007; phi = 0.49). Delusional
content has strongly influenced the motivation, and thus the behavioral
pathway, toward historical attacks on members of the British Royal Fam-
ily (James et al., 2008). Hoffmann et al. (in press) have found that the
majority of the small universe of potentially lethal attackers of public
figures in Germany (1968 to 2004) were psychotic at the time (N =9). All
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but one of these attacks occurred since 1990 and were mostly directed
at politicians. A related study concerning mass murderers also found
that psychosis is significantly and positively correlated with a higher
casualty rate (Meloy et al., 2004a). However, in the ECSP study, Fein and
Vossekuil (1999) found a significantly lower frequency of delusion (p =
.004) between the attackers (25 percent) and the near-lethal approachers
(60 percent) in their analysis (n = 73) of mental state at the time of the
principal incident.

Moreover, the studies of attacks on public figures in the United States,
the United Kingdom, and Western Europe discussed here underscore the
fact that serious mental disorders do not mitigate the risk of a planned
attack on a public figure. All of these studies indicate that despite the pres-
ence of mental illness, subjects can carefully plan an attack over the course
of days, weeks, or months. What has not been studied is whether the
nature of the mental disorder (e.g., a delusional belief in one’s mission)
may bring a resolve and commitment to the planning that would otherwise
be absent, or at least marked by ambivalence, in the subject who was not
delusional while planning an attack.

Predatory and Affective Violence

Most acts of violence toward public figures are predatory
(instrumental)? and involve a weapon, most likely a firearm (de Becker
et al., 2008; Meloy et al., 2004b). This was documented in the ECSP study
and confirmed by the study of Western European attacks. In emerging
research there is also a suggestion that most individuals who embarked
on a pathway toward violence did not use mind-altering substances at the
time of the attack. This is in stark contrast to affective violence,® in which
substance abuse at the time of an attack is common (e.g., spousal violence,
which is usually affective, commonly involves alcohol intoxication by the
perpetrator, victim, or both; Miller, 1990).

It is a reasonable hypothesis, although untested, that subjects who
engage in attack behavior toward a public figure will not use substances
to increase the probability of tactical success, just as they typically will
not explicitly threaten before an attack. There are a few cases, moreover,
where subjects who engaged in predatory violence used psychotropic
medications (barbiturates or sedatives/hypnotics) to deliberately main-

2This is a mode of violence that is planned, purposeful, emotionless, accompanied by low
levels of autonomic arousal, and not preceded by an imminent threat (Meloy, 2006).

3This is a mode of violence that is impulsive, reactive, time limited, accompanied by emo-
tion (anger and/or fear) and high levels of autonomic arousal, and preceded by a perceived
imminent threat (Meloy, 2006).
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tain a state of calmness during the violence. However, these cases did not
involve attacks on public figures (Meloy and Mohandie, 2001). There is
also the anecdotal finding in certain cases that specific loss (e.g., job, fam-
ily, reputation, income) precedes an attack and may actually be the point
at which the date and time of the approach or attack is set—even though an
attack had been contemplated for weeks or months. This loss is either
cumulative or sudden, and there is likely to be a predisposition to attack
a public figure that precedes it but without specificity of time, target, or
location. These patterns of loss have yet to be studied among attackers
and assassins of public figures, particularly in relation to location, timing,
and target selection.

Although the attack research indicates that most acts of violence
toward public figures are predatory (planned, purposeful, emotionless)
rather than affective (reactive, impulsive, emotional), the latter do occur.
In one celebrity study (Meloy et al., 2008a), a majority of the small number
of attacks (n = 5) against a sample of 159 celebrity stalking victims were
affective and did not involve a weapon. They usually involved attempts
to grab the celebrity or assault security personnel during a public appear-
ance. This celebrity sample was embedded in the largest study of stalkers
to date (Mohandie et al., 2006; N = 1,005). When all acts of violence (n =
337) were compared in this latter study, those stalkers who had an actual
relationship (prior intimate or acquaintance groups) with the target were
more likely to be affectively violent, and those without a relationship
(public figure and private stranger groups) were more likely to be preda-
torily violent (p = .001). Affective violence toward a public figure appears
most likely to occur when there is a perceived rejection by the public fig-
ure, which could happen in a moment, such as the public figure not shak-
ing hands or making eye contact with the subject in a rope line or security
personnel interfering with attempted contact between the subject and the
public figure (James et al., 2010b). Clinically, this may be more likely in an
individual who has a strong sense of entitled reciprocity and grandiosity.

Conflation of the Politics of Hatred

One of the most important emerging trends in threats toward public
figures in the United States is conflation of the various politics of hatred,
which then becomes a pathological fixation. This contemporary conflation
usually includes hatred of African Americans, Jews, the federal govern-
ment, abortion rights supporters, or gun control advocates. Pathological
fixation strongly suggests the existence of a major mental disorder—or at
least a paranoia-tinged rigid and intolerant belief system, which draws its
content from the various politics of hatred. This conflation has a number
of real-world stimuli: It is likely accelerated by the election of an African
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American as president of the United States in November 2008, his initial
appointment of a Jewish chief of staff characterized by the press as aggres-
sive, a perceived expansion of the federal government through actions
taken in response to the recession of 2008 to 2009, and President Obama’s
support of abortion rights.*

This conflation raises the question of whether there should be a strict
operational demarcation between a terrorist threat and a fixated threat,
especially if a fixated subject’s secondary motivation is to instill public
fear or foment revolution.’ It also emphasizes the risk of an ideologically
driven “lone terrorist” who acts outside of a terrorist cell or extremist
group, often despite—or because of—failed attempts to associate with the
latter (Puckitt, 2001; Biesterfeld and Meloy, 2008). Puckitt’s finding that
lone terrorists often unsuccessfully try to affiliate with an extremist group
and are rejected (thus intensifying their bond to a radical ideology) has
direct operational implications for surveillance of such groups. Timothy
McVeigh and Terry Nichols attempted to associate with the Michigan
Militia in the years prior to the Oklahoma City bombing in April 1995,
but they were rejected by the group for advocating direct violence against
the government (from author’s files on U.S. v. Timothy James McVeigh).

What may at first appear to be a purely political motivation might
actually mask a diagnosable psychiatric condition, wherein political, reli-
gious, or racial hatred provides the rationale for homicidal aggression.®
Lance Corporal Kody Brittingham was arrested, along with two other
Marines, in December 2008 for attempted armed robbery of a motel. In
his barracks at Camp Lejeune, North Carolina, investigators found maps,
photos, and personal vital statistics on then president-elect Barack Obama
and white supremacist materials. There was also a letter titled “Operation
Patriot”:

4The irrationality of this acceleration in some quarters was evidenced by the substantial
increase in firearms sales throughout the United States during the first six months of 2009,
out of fear that President Obama would move to confiscate such weapons—despite the fact
that the president had clearly expressed support for the individual rights” interpretation of
the 2nd amendment, including the 2008 U.S. Supreme Court decision in District of Columbia
v. Heller. McDonald v. Chicago further clarified these individual rights two years later (561
uUs. 2010).

STerrorism is defined by the Federal Bureau of Investigation as “the unlawful use of force
or violence committed by a group or individual against persons or property to intimidate
or coerce a government, the civilian population, or any segment thereof, in furtherance of
political or social objectives” (Federal Bureau of Investigation, 1996).

The clearest and most recent example of the completed assassination of a public figure
that was politically motivated yet was interpreted in the subsequent criminal litigation as
being primarily motivated by psychiatric disorder was the killing of Robert F. Kennedy by
Sirhan Sirhan in 1968 (Meloy, 1992b).
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I, Kody Brittingham, write this as a letter of intent. I'm in full mental
health and clear judgment, having consciously made a decision, and
in turn do so choose to carry out the actions entailed. I have sworn to
defend my country, my Constitution, and the values and virtues of the
aforementioned. My vow was to protect against all enemies, both foreign
and domestic. I have found, through much research, evidence to support
my current state of mind. Having found said domestic enemy (BHO), it
is my duty and honor to carry out by all means necessary to protect my
nation and her people from this threat. (Zeleny and Rutenberg, 2009)

Lance Corporal Brittingham pled guilty in August 2009 to threat-
ening to kill the president and to attempted armed robbery. Although
there is no publicly available evidence that he has a diagnosable mental
disorder—again, the signs, symptoms, and behavior caused by any men-
tal disorder are more important to threat assessment than the label—a
conflation of racism and patriotism is a reasonable inference. Increased
threat associated with the politics of hatred, at this time coming from the
extreme right, has been documented in reports by the U.S. Department of
Homeland Security (2009) and the Southern Poverty Law Center (2009).

Leakage

The warning behavior that is arguably the most important from an
operational perspective is “leakage” of intent to harm a target, whether
vague or specific, to third parties (O"Toole, 2000; Meloy and O’Toole, in
press). Leakage is one of the seven types of warning behaviors noted
earlier and is characteristic of both assassins of public figures and mass
murderers (Hempel et al., 1999; Meloy et al., 2004a). Individuals in both
groups want to carry out a very low frequency but highly catastrophic
act of violence against an intended target (either identified beforehand or
opportunistic). These are “black swan” events.”

In the ECSP study (Fein and Vossekuil, 1998, 1999), 63 percent of
subjects (N = 83) had a history of indirect, conditional, or direct threats
about their target, usually to family, friends, co-workers, or others known
to the target. There were no direct threats to the target or law enforce-
ment officials beforehand by those who attacked or assassinated their
target. If near-lethal approachers are included, this direct threat frequency

"This term is borrowed from The Black Swan (Taleb, 2007) and refers to highly improb-
able events that have three characteristics: (1) they are outliers that most people would not
consider possible; (2) they carry an extreme impact; and (3) we concoct explanations after
the fact to make them seem predictable. One single observation can invalidate a general
statement derived from years of confirmatory findings.
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increases from 0 to 7 percent.® In the Western European study, 46 percent
of attacks (N = 24) were preceded “by obvious and often flamboyant
warning behaviors in the form of threatening or bizarre communications
to politicians, public figures, or police forces” (James et al., 2007, p. 342).
There were no cases in which the attack was preceded by a direct threat
to kill the individual who was eventually attacked. Among adult mass
murderers, the majority leak their intent to attack to third parties, but only
a minority communicate a direct threat to their targets beforehand (Meloy
et al., 2004a). Although the reasons for this dynamic likely vary from case
to case, it is most plausible that the absence of a direct threat is motivated
by a desire for tactical success. The prevalence of leakage is the inability of
the subject to contain his or her excitement, satisfaction, or anxiety while
researching, planning, and implementing an attack.

Leakage is also evident in journals, diaries, and electronically via
the Internet. Online leaks have not yet been formally studied. A recent
example of leakage on the Internet is the nine-month blogging carried
out by George Sodini before committing mass murder near Pittsburgh,
Pennsylvania, in August 2009. In his blog he discussed his intent, timing,
preparations, and one “false start” but not an exact location. The irony
of this case is that the entire world could have paid attention to him, but
no one did.

New Threat Research

Although leakage is typically much more prevalent than a direct
threat when investigating a problematic approacher or potential attacker
of a public figure, new homicidal threat research, mostly related to stalk-
ing of nonpublic figures and in a mental health context, empirically sup-
ports the conventional belief that all threats should be taken seriously.
Warren et al. (2007) found substantially higher rates of assault and even
homicide in Australia following threats in 1993 and 1994 to kill among
a large sample (N = 613) of subjects. The offense required that the threat
produced fear in the victim. The individuals at highest risk for subsequent
violence were young, had mental disorders, abused substances, and did
not have prior criminal convictions. Among homicidal threateners, the
rates of homicide and suicide almost exactly mirrored the results found in
a classic study done more than 40 years ago (MacDonald, 1963) and were
orders of magnitude higher than expected by chance (Warren et al., 2007).

8Lee Harvey Oswald did leave a threatening note with an FBI agent 10 days before the as-
sassination of President John F. Kennedy, but it was a warning to the agent to leave his wife,
Marina, alone and to stop harassing her. From 1961 to 1962 the U.S. Secret Service recorded
34 threats on the president’s life from Texas (Bugliosi, 2007).
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Within 10 years, 44 percent of the threateners were convicted of further
violent offenses, including 3 percent (n = 19) for homicides. Twenty-six
percent (1 = 5) of the homicide victims were those originally threatened
by the subject. Sixteen threateners (2.6 percent) committed suicide, and
three were murdered. Substance abuse, prior violence, limited education,
and untreated mental disorder contributed to any risk of violence by those
who threatened to kill.

In another study (Smith, 2008), a sample of FBI threateners (N = 96)
were more likely to act harmfully if their communications showed lower
ambivalent hostility and higher conceptual complexity. Lower ambivalent
hostility was related to a lack of paranoia; higher conceptual complexity
was related to deliberative thinking. This finding of a lack of paranoia
among those who harmed is consistent with the British Royal Family
problematic approach studies discussed earlier, which found paranoia
negatively associated with breach activity. Likewise, the ECSP and Euro-
pean attacks studies documented the minor role of paranoia among assas-
sins, attackers, and near-lethal approachers. In the FBI study the author
believed that the results could be generalized to all written threat cases
of the FBI's National Center for the Analysis of Violent Crimes, although
only 10 percent of the cases involved public figures as targets (Smith,
2008). Data continue to emerge to indicate that threatening communica-
tors, if they are subsequently violent, might not attack the original target
of the communicated threat.

Depression and Suicidality

Emerging research suggests the importance of depression and suicidal-
ity in the clinical motivation for an approach toward or attack of a public
figure. Meloy et al. (2004b) found that many subjects evidenced a down-
ward spiral in their lives in the months or year preceding the approach
or attack, usually a combination of social failure and personal vulnerabil-
ity to chronic anger, depression, or psychosis. Fein and Vossekuil (1998,
1999) found that 44 percent of subjects had a history of serious depres-
sion or despair and 24 percent had a history of suicidal attempts. James
et al. (2007) found that 12 percent of Western European attackers clearly
intended to die during the assault. Mohandie et al. (2006) found in their
large study of stalkers that 25 percent evidenced suicidality (e.g., threats,
gestures, attempts) in their histories. Perpetration of violence by persons
with major mental disorder is correlated with adverse outcomes such
as suicide and self-harm (Nicholls et al., 2006). As Douglas et al. (2009)
wrote, “Negative symptoms that result in depression or suicidality may
increase violence risk, as morbid thoughts of self-harm may change or
expand in focus to include others” (p. 4).
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Attacks on a public figure, depression, and suicidality appear to be
linked for several reasons:

e the wish to “suicide by cop” (Mohandie et al., 2009) while attempt-
ing to attack or assassinate is a more public forum for ending one’s
life and may satisfy other narcissistic needs for attention;

e the “suicidal” communication beforehand may be one aspect of
“final act” behavior;

e suicidal intent as one of several motivations for an attack on a
public figure may be positively correlated with the amount of “lethal
force” security surrounding the target; and

¢ suicidal desires or intent can be given a positive valence by rede-
fining them as motivations for martyrdom and linking them to a
religious or political cause (Menninger, 1938; Reik, 1941).

These motivations are, in turn, usually fueled by hatred of a particu-
lar race, ethnic group, religion, or political position, often combined with
a fear of conspiracy or persecution by the targeted individual or group.
Such fear may be paranoid, without any basis in reality, or it can be his-
torically factual and reasonable given personal or group suffering at the
hands of another.

Psychopathy

At the other end of the clinical spectrum, and typically devoid of
depressive symptoms, is the psychopathic attacker or assassin. The con-
struct of psychopathy has received virtually no attention in the research
on stalking, threatening, and attacking public figures. Psychopathy, or
psychopathic personality, is characterized by affective deficiency (i.e.,
absence of empathy, bonding, guilt, or remorse) and chronic antisocial
behavior (criminal and noncriminal exploitation of others; Hare, 2003).
Psychopathy has never been measured in either problematic approachers
or attackers of public figures, although it has been theoretically proposed
as an important construct (O'Toole et al., 2008). Most importantly, psy-
chopathy accounts for the largest proportion of explainable variance in
research on the risk of both criminal and civil violence (Monahan et al.,
2001). It is a reliable and valid scientific construct that is relatively easily
measured by trained professionals (Hare, 2003); it correlates with the risk
of predatory (i.e., planned, purposeful) violence, which is the most likely
mode of violence when a public figure is attacked (Meloy et al., 2008b);
and there now exists a security and law enforcement assessment tool for
measuring psychopathy (P-SCAN, available from http:/ /www.mhs.com).

The relationship between psychopathy and psychosis is also notable.
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When they coexist in a violent subject, the former will typically play a
much larger role than the latter in accounting for the violence. The effect
of psychosis on violence risk indicates a small, though reliable, effect size
of r = .12 to .16 (Douglas et al., 2009).” Psychopathy and its impact on
violence show effect sizes between .25 and .30 (Douglas et al., 2009). In
general, psychosis shows a significantly lower odds ratio for the predic-
tion of violence than personality disorder.

The relevance to attacks on public figures is the operational impor-
tance, though not yet measured, of psychopathy in particular and per-
sonality disorder in general in motivating a near-lethal approach, attack,
or assassination. In the ECSP study (Fein and Vossekuil, 1998, 1999), 39
percent of the subjects were never evaluated by a mental health profes-
sional, and 57 percent had no history of delusional ideas. Seventy-five
percent of attackers were not delusional during the principal incident,
and 40 percent of near-lethal approachers were not delusional. In the
European attacks study (James et al., 2007), 46 percent were determined
to have no mental disorder, highlighting the reliable absence of mental
disorder in a proportion of public figure attackers and the likely presence,
though unmeasured, of character pathology (such as psychopathy) as a
motivation for the assault.

Clarke (1982) identified Type III subjects in his typology of U.S. assas-
sins as psychopaths, who experience life as meaningless, and the moti-
vation to assassinate is the nonpolitical expression of rage in someone
devoid of human attachments who does not experience the more social-
ized emotions of guilt, shame, or remorse. As he wrote, “They are bel-
ligerently contemptuous of morality and social convention” (1982, p.
15). He identified three American assassins who fit this third type: (1)
Guiseppe Zangara, an Italian immigrant who attempted to kill President
Franklin Roosevelt on February 13, 1933; (2) Arthur Bremer,'” who shot
and crippled Alabama Governor George Wallace on May 15, 1972; and (3)
John Hinckley, Jr., who shot and wounded President Ronald Reagan on
March 30, 1981. Again, empirical measurement of psychopathy in these
individuals has not been done, but given the extensive published materi-
als on these subjects, it could be accomplished without a clinical inter-
view by using a standardized observational instrument, the Psychopathy
Checklist-Revised (Hare, 2003).

°The addition of substance abuse produces a substantially larger effect size than does
psychosis alone (d = .97; Douglas et al., 2009).

19Bremer was released from a Maryland prison in November 2007. He is the first assas-
sin to ever be released from custody in the United States. During his 35 years in prison, he
refused all mental health assessment and treatment.
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Pathway to Violence

Emerging research confirms the existence of a pathway to violence
(Calhoun and Weston, 2003)—consisting of the stages of grievance, ide-
ation, research/planning, preparation, breach, and attack—but it is more
complex than first formulated. Most approaches to a public figure are
not intended to be or are predictive of violence (Meloy et al., 2008b). A
pathway to violence depends on the motivation for communication and
approach and the perceived reaction of the public figure, which will virtu-
ally always be personalized by the subject. For example, a subject whose
initial approach is motivated by a desire for help might subsequently
become aggressive and hostile if the expected response is not forthcoming.
Likewise, there may be no pathway at all, other than an initial approach
resulting in a successful breach of security and an attack. An example is
the assassination of Swedish Foreign Minister Anna Lindh on September
10, 2003. Her attacker, Mijailo Mijailovic, had a fantasy of killing someone
famous and actually reported to a psychiatric clinic that he had murdered
someone six days before the Lindh assassination. He was diagnosed with
“a personality disorder intermittently bordering on psychosis” and pre-
scribed medications. He then subsequently and accidentally encountered
Ms. Lindh, who was without a security detail, in a Stockholm department
store. Minutes later he stabbed her to death in front of her friend. She
was a target of opportunity, and a thorough investigation indicated no
evidence of prior planning (Unsgaard and Meloy, 2011).

Besides a pathway to violence, there are other domains of risk. A sub-
ject might disrupt the public figure’s schedule, there may be recidivism or
persistence of pursuit (James et al., 2009b), or a problematic approacher
might embarrass or inconvenience a public figure target through behav-
iors that pose no physical threat.

Communicated Threats Schematic

A schematic has been proposed to improve the analytic clarity of com-
municated threats; it includes motivation, means, manner, and material
content (Meloy et al., 2008b). Motivation refers to whether the threat is
expressive (to regulate affect of the threatener) or instrumental (to control
the behavior of the target). Means refers to the method of communication,
such as letters, e-mails, telephone calls, text messages, and faxes. Man-
ner refers to whether the threat is communicated directly or indirectly
to the target. Material content refers to all material aspects of the threat
itself, usually analyzable through the use of forensic technology, such
as linguistics, DNA transfer evidence, fingerprint evidence, or graphic
presentation. This face-valid schematic has not yet been tested for any
predictive or concurrent validity but is an attempt to clarify terms used to
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study communications that are not mutually exclusive (e.g., conditional
threat, veiled threat, direct threat) and have been inconsistently defined
in previous studies.

Children of Public Figures

Another concern—inordinate interest in the children of a public
figure—also deserves attention from a problematic approach or threat
perspective. Inappropriate communication (frequent, long-duration,
bizarre, or odd) to the minor children of famous people usually arises
from three psychological sources: (1) nonpsychotic transference, or the
shifting of emotions from one’s own children, or oneself as a child, or
the absence of children, to the offspring of a public figure; (2) psychotic
transference, or a delusional belief that the subject is related to or has an
important role in the children’s actual lives; and (3) pedophilic interest—
an almost exclusively male subject’s interest in minors as sexual objects.
There is no published research on this topic concerning the children
of public figures, although there are many safety programs in place in
schools and elsewhere for all children who may encounter a relative or
stranger with malevolent intent. There is at least one private study that
has been completed related to crimes against children of public figures,
but the findings of the study are unavailable.

The absence until 2009 of two prepubescent children in the White
House since the presidency of John F. Kennedy warrants careful and
immediate study of these potential concerns and threats. Perhaps the
most onerous threat toward the children of public figures is kidnap-
ping. Although research in this area is dated and no published research
has focused exclusively on the children of public figures, there were 115
stereotypical kidnappings in 1999, defined as abductions perpetrated by
a stranger or slight acquaintance and involving a child who was trans-
ported 50 or more miles, detained overnight, held for ransom or with
the intent to keep the child permanently, or killed. In 40 percent of these
cases the child was killed, and in another 4 percent the child was not
recovered. Two-thirds of these stereotypical kidnappings involved female
victims between the ages of 6 and 14 (Finkelhor et al., 2002). Other studies
involving large national samples have found that offender and offense
characteristics in child abductions vary significantly according to the vic-
tim’s age, gender, and race (Boudreaux et al., 1999). For example, sexual
gratification is the most likely motivation for stranger abduction of a girl
5 to 10 years old. Time and distance intervals are also critical to case solv-
ability in child abduction murders (Brown and Keppel, 2007). Most child
abductions, though, are perpetrated by family members or close relatives
(Boudreaux et al., 1999).
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FUTURE OPERATIONAL RESEARCH

The map is not the territory. In other words, despite a theory’s
elegance or the comprehensiveness of data collection, research results
will not exactly reflect reality. There will always be known unknowns,
unknown unknowns, and individual differences that are not captured by
large-group research, which is the cornerstone of the social and behavioral
sciences. On rare occasions, “black swans”—events that are completely
unpredictable yet catastrophic—will appear (Taleb, 2007), challenging
historical beliefs and assumptions that have guided operational decisions,
even when based on a robust research program.

Research studies of individuals who problematically approach, esca-
late, and in a few cases attack public figures should not only utilize
nomothetic (large-group) data randomly drawn from recent case man-
agement files but also focus on select cases and the individual differences
defining them. Subjects of particular interest to law enforcement, security,
and intelligence agencies because of their unusual or outlier behaviors
could yield important data by being forensically evaluated with standard-
ized tests and measures if possible.!! Sensitivity to all forms of method-
ological challenges in research (including study design, measurement,
and confounding factors) should be rigorously maintained to minimize
their impact on findings and, when unavoidable, should be set forth as
limitations.

The study of those who approach or attack public figures is a nascent
science, but it can bring an operational efficiency to those tasked with
protecting public figures. Research continues to refine our understanding
of the interplay of protective intelligence gathering and personal protec-
tion and contributes to minimizing the vulnerability of public figures to
an attack. The danger in many cases is quite real. As Hoffmann and Meloy
(2008, p. 191) have written, “Disappointment or humiliation is the very
predictable outcome when a public figure is pursued. The idolized figure
is now beneath contempt. Yearning becomes disgust. Love may even
become hatred. Rationalizations are put into place. Delusion may bring a
resolve that is immutable. Aggression intensifies. Revenge is in the air.”

HSuch testing would typically include standardized measures of IQ (WAIS V), personality
and psychopathology measures (Rorschach, MMPI-2, PAI), neuropsychological screening in-
struments, and other measures as needed (malingering, memory, etc.). Such measures allow
for the comparison of a particular subject to large clinical and normative samples and there-
fore enhance the evaluator’s ability to accurately measure both normality and abnormality.
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